CVE-2022-37155

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2022-37155
State PUBLIC
Assigner cve@mitre.org

Source Priority  CVE Program / NVD first with legacy fallback

Published 2022-12-14 00:15:00 UTC
Updated 2023-01-30 18:19:00 UTC
Description RCE in SPIP 3.1.13 through 4.1.2 allows remote authenticated users to execute arbitrary code via the _oups parameter.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Spip Spip All All All All
Reference

ab4yss-wrditeups/SPIP_4.1.2_AUTH_RCE_Abyss_Watcher_12_07_22.md at ffa980faa9e3598d49d6fb7def4f7a67cfb5f427 - Abyss-W4tcher/
How we have pwned Root-Me in 2022 :: SpawnZii

[Suggested description] RCE in SPIP 3.1.13 through 4.1.2 allows remote auth - Pastebin.com

Mise a jour critique de sécurité : sortie de SPIP 4.1.5, SPIP 4.0.8 et SPIP (...) - SPIP Blog

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184125 Debian Security Update for spip (CVE-2022-37155)
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