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Summary

CVE CVE-2022-37184

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-31 18:15:00 UTC

Updated 2022-09-07 20:17:00 UTC

Description The application manage_website.php on Garage Management System 1.0 is vulnerable to Shell File Upload. The already authenticated malicious user, can upload a dangerous RCE or LCE exploit file.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Garage Management System Project Garage Management System 1.0 All All All

References

Reference Source

CVE-nu11secur1ty/vendors/mayuri_k/2022/Garage-Management-System-1.0-SFU at main · nu11secur1ty/CVE-nu11secur1ty · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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