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Summary

CVE CVE-2022-37186

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-16 02:15:00 UTC

Updated 2023-04-26 16:30:00 UTC

Description In LemonLDAP::NG before 2.0.15. some sessions are not deleted when they are supposed to be deleted according to the timeoutActivity setting. This can occur when there are at least two servers, and a session is manually removed before the time at which it would have been removed automatically.

Risk And Classification

Problem Types: CWE-613

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lemonldap-ng Lemonldap \ ng All All

References

Reference

Improve session destroy propagation (#2758) (59c781b3) · Commits · LemonLDAP NG / lemonldap-ng · GitLab

[SECURITY] [DLA 3287-1] lemonldap-ng security update

v2.0.15 · LemonLDAP NG / lemonldap-ng · GitLab

[CVE-2022-37186] Session destroyed on portal but still valid on handlers while there is activity (#2758) · Issues · LemonLDAP NG / lemonldap-ng · GitLab

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181361 Debian Security Update for lemonldap-ng (CVE-2022-37186)

181511 Debian Security Update for lemonldap-ng (DLA 3287-1)
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