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Summary

CVE CVE-2022-37290

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-14 08:15:00 UTC

Updated 2023-11-07 03:49:00 UTC

Description GNOME Nautilus 42.2 allows a NULL pointer dereference and get_basename application crash via a pasted ZIP archive.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Application Gnome Nautilus 42.2 All All All

References

Reference

[SECURITY] Fedora 36 Update: nautilus-42.6-1.fc36 - package-announce - Fedora Mailing-Lists

#2376 null pointer error in get_basename() which leads to crash when paste a... (!1001) · Merge requests · GNOME / Files · GitLab

[SECURITY] Fedora 37 Update: nautilus-43.2-1.fc37 - package-announce - Fedora Mailing-Lists

null pointer error in get_basename() which leads to crash when paste a zip format file in ubuntu 22.04 (#2376) · Issues · GNOME / Files · GitLab

Files · master · GNOME / Files · GitLab

[SECURITY] Fedora 37 Update: nautilus-43.2-1.fc37 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 36 Update: nautilus-42.6-1.fc36 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

183820 Debian Security Update for nautilus (CVE-2022-37290)

199086 Ubuntu Security Notification for GNOME Files Vulnerability (USN-5786-1)

283583 Fedora Security Update for nautilus (FEDORA-2023-dbe1157188)

283634 Fedora Security Update for nautilus (FEDORA-2023-f81ad89b81)

296101 Oracle Solaris 11.4 Support Repository Update (SRU) 59.138.2 Missing (CPUJUL2023)

356592 Amazon Linux Security Advisory for nautilus : ALAS2-2023-2331

752984 SUSE Enterprise Linux Security Update for nautilus (SUSE-SU-2022:4394-1)

753003 SUSE Enterprise Linux Security Update for nautilus (SUSE-SU-2022:4393-1)

753499 SUSE Enterprise Linux Security Update for nautilus (SUSE-SU-2023:0006-1)
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