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Summary

CVE CVE-2022-37302

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-13 10:15:00 UTC

Updated 2022-09-15 19:50:00 UTC

Description A CWE-119: Improper Restriction of Operations within the Bounds of a Memory Buffer vulnerability exists that could cause a crash of the Control Expert software when an incorrect project file is opened. Affected Products: EcoStruxure Control Expert(V15.1 HF001 and prior).

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Schneider-electric Ecostruxure Control Expert All All All All

Application Schneider-electric Ecostruxure Control Expert 15.1 - All All

Application Schneider-electric Ecostruxure Control Expert 15.1 hf001 All All

References

Reference Source Link Tags

EcoStruxureTM Control Expert Security and Safety Notice | Schneider Electric MISC www.se.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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