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CVE-2022-37309

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

avssanvncurnursceuiuan— Gertain versions of Open-xchange Appsuite from Open-xchange

S . contain the following vulnerability:
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OX App Suite through 7.10.6 allows XSS via script code within a
contact that has an e-mail address but lacks a name.
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CVE-2022-37309 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSSS3 Score: ~6.1-MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE
Scope Confidentiality Integrity Availability
Impact Impact Impact
[NONE |
Description Tags Link
Home | Open-Xchange ox MISC open-xchange.com
Full Disclosure: Open-Xchange Security Advisory 2022-11-24 I3 CONFIRM seclists.org/fulldisclosure/2022/Nov/18

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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Applicaton upen-xcnange upen-xcnange Appsulte /.10.5 paicn_release_b 132
Application Open-xchange Open-xchange Appsuite 7.10.5 patch_release_6137
Application Open-xchange Open-xchange Appsuite 7.10.5 patch_release_6140
Application Open-xchange Open-xchange Appsuite 7.10.5 patch_release_6149
Application Open-xchange Open-xchange Appsuite 7.10.6 -

Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6069
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6073
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6080
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6085
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6093
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6102
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6112
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6121
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6133
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6138
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6141
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6146
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6147
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6148
Application Open-xchange Open-xchange Appsuite 7.10.6 patch_release_6150

dkakukkkak.
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No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)
CVE-2022-37309 | OX Software OX App Suite up to 7.10.6 cross site scripting A vulnerability was 2022-12-03
@threatmeter found in OX Softwar... twitter.com/i/web/status/1... 08:51:25
@ /rinetcve CVE-2022-37309 2022-12-26
05:38:54
« Previous ID Next ID—
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