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Summary

CVE CVE-2022-37394

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-03 07:15:00 UTC

Updated 2022-08-10 15:15:00 UTC

Description An issue was discovered in OpenStack Nova before 23.2.2, 24.x before 24.1.2, and 25.x before 25.0.2. By creating a neutron port with the direct vnic_type, creating an instance bound to that port, and then changing the vnic_type of the bound port to macvtap, an authenticated user may cause the compute service to fail to restart, resulting in a possible denial of service. Only Nova deployments configured with SR-IOV are affected.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Nova All All All All

References

Reference Source Link

review.opendev.org/c/openstack/nova/+/850003 MISC review.opendev.org

Bug #1981813 “Compute service fails to restart if the vnic_type ...” : Bugs : OpenStack Security Advisory MISC bugs.launchpad.net

review.opendev.org/c/openstack/nova/+/849985 MISC review.opendev.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183190 Debian Security Update for nova (CVE-2022-37394)

199170 Ubuntu Security Notification for Nova Vulnerabilities (USN-5866-1)

241397 Red Hat Update for OpenStack Platform 16.2 (RHSA-2023:1948)
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