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Summary

CVE CVE-2022-37453

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-20 21:15:00 UTC

Updated 2022-10-25 19:35:00 UTC

Description An issue was discovered in Softing OPC UA C++ SDK before 6.10. A buffer overflow or an excess allocation happens due to unchecked array and matrix bounds in structure data types.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Softing Edgeaggregator All All All All

Application Softing Edgeconnector All All All All

Application Softing Opc All All All All

Application Softing Opc Ua C Software Development Kit All All All All

Application Softing Secure Integration Server All All All All

Application Softing Uagates All All All All

References

Reference

SYT-2022-9: Improper input validation vulnerability in OPC UA C++ SDK, Secure Integration Server, edgeConnector, edgeAggregator, uaGate and OPC Suite

Softing | Automobilelektronik, Automatisierungstechnik und Messtechnik in IT-Netzwerken

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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