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CVE CVE-2022-37598
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-10-20 11:15:00 UTC
Updated 2023-11-07 03:49:00 UTC

Description ** DISPUTED ** Prototype pollution vulnerability in function DEFNODE in ast.js in mishoo UglifyJS 3.13.2 via the name vari

1|

/ |

Risk And Classification

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Uglifyjs Project Uglifyjs 3.13.2 Al Al Al
Reference

UglifyJS/ast.js at 352a944868b09c9ce3121a49d4a0bf0afe370a35 - mishoo/UglifyJS - GitHub

Sonatype scan raises critical vulnerability: [CVE-2022-37598] Prototype pollution vulnerability in function DEFNODE in ast.js in mishoo UglifyJ
UglifyJS/ast.js at 352a944868b09c9ce3121a49d4a0bf0afe370a35 - mishoo/UglifyJS - GitHub

[CVE-2022-37598]/ Prototype pollution found in ast.js - Issue #5699 - mishoo/UglifydS - GitHub

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

905053 Common Base Linux Mariner (CBL-Mariner) Security Update for reaper (12618)
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