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CVE CVE-2022-37603
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2022-10-14 16:15:00 UTC
Updated 2023-11-07 03:49:00 UTC
Description A Regular expression denial of service (ReDoS) flaw was found in Function interpolateName in interpolateName.js in webp

1|

Problem Types: CWE-1333

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Webpack.js Loader-utils All All All
Application Webpack.js Loader-utils 2.0.0 All All

Language

All

All

References

Reference

[SECURITY] Fedora 38 Update: yarnpkg-1.22.19-5.fc38 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: yarnpkg-1.22.19-5.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 37 Update: yarnpkg-1.22.19-5.fc37 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 38 Update: yarnpkg-1.22.19-5.fc38 - package-announce - Fedora Mailing-Lists
loader-utils/interpolateName.js at d9f4e23cf411d8556f8bac2d3bf05a6e0103b568 - webpack/loader-utils - GitHub
[SECURITY] Fedora 36 Update: yarnpkg-1.22.19-5.fc36 - package-announce - Fedora Mailing-Lists
[CVE-2022-37603]/ReDoS found in interpolateName.js - Issue #213 - webpack/loader-utils - GitHub
[SECURITY] Fedora 37 Update: yarnpkg-1.22.19-5.fc37 - package-announce - Fedora Mailing-Lists
loader-utils/interpolateName.js at d9f4e23cf411d8556f8bac2d3bf05a6e0103b568 - webpack/loader-utils - GitHub
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https://cve.report/
https://cve.report/CVE-2022-37603/mitre
https://cve.report/CVE-2022-37603/nist
https://cve.report/CVE-2022-37603/cve_org
https://cve.report/CVE-2022-37603.pdf
http://cve.report/vendor/webpack.js
http://cve.report/software/webpack.js/loader-utils
http://cve.report/vendor/webpack.js
http://cve.report/software/webpack.js/loader-utils
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/VNV2GNZXOTEDAJRFH3ZYWRUBGIVL7BSU/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ERN6YE3DS7NBW7UH44SCJBMNC2NWQ7SM/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/KAC5KQ2SEWAMQ6UZAUBZ5KXKEOESH375/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/VNV2GNZXOTEDAJRFH3ZYWRUBGIVL7BSU/
https://github.com/webpack/loader-utils/blob/d9f4e23cf411d8556f8bac2d3bf05a6e0103b568/lib/interpolateName.js#L38
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/ERN6YE3DS7NBW7UH44SCJBMNC2NWQ7SM/
https://github.com/webpack/loader-utils/issues/213
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/KAC5KQ2SEWAMQ6UZAUBZ5KXKEOESH375/
https://github.com/webpack/loader-utils/blob/d9f4e23cf411d8556f8bac2d3bf05a6e0103b568/lib/interpolateName.js#L107
https://www.cve.org/CVERecord?id=CVE-2022-37603
https://nvd.nist.gov/vuln/detail/CVE-2022-37603

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181399 Debian Security Update for node-loader-utils (CVE-2022-37603)

283828 Fedora Security Update for yarnpkg (FEDORA-2023-86d75130fe)
283829 Fedora Security Update for yarnpkg (FEDORA-2023-a4f0b29f6c)
284231 Fedora Security Update for yarnpkg (FEDORA-2023-2e38c3756f)

378599 Splunk Enterprise Third Party Package Updates for June (SVD-2023-0613)

378883 Splunk Enterprise August Third Party Package Updates (SVD-2023-0808)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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