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Summary

CVE CVE-2022-37616

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-11 05:15:00 UTC

Updated 2023-02-10 16:17:00 UTC

Description A prototype pollution vulnerability exists in the function copy in dom.js in the xmldom (published as @xmldom/xmldom) package before 0.8.3 for Node.js via the p variable. NOTE: the vendor states "we are in the process of marking this report as invalid"; however, some third parties takes the position that "A prototype injection/Prototype pollution is not just when global objects are polluted with recursive merge or deep cloning but also when a target object is polluted."

Risk And Classification

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Application Xmldom Project Xmldom All All All All

Application Xmldom Project Xmldom 0.9.0 beta1 All All

Application Xmldom Project Xmldom All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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