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Summary

CVE CVE-2022-37703

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-13 20:15:00 UTC

Updated 2023-12-03 11:15:00 UTC

Description In Amanda 3.5.1, an information leak vulnerability was found in the calcsize SUID binary. An attacker can abuse this vulnerability to know if a directory exists or not anywhere in the fs. The binary will use `opendir()` as root directly without checking the path, letting the attacker provide an arbitrary path.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Amanda Amanda 3.5.1 All All All

References

Reference Source Link Tags

Amanda Network Backup: Open Source Backup for Linux, Windows, UNIX and OS X MISC www.amanda.org

[SECURITY] Fedora 37 Update: amanda-3.5.3-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: amanda-3.5.3-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: amanda-3.5.3-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

870037 – (CVE-2022-37703) app-backup/amanda: information leak (discovery of directory existence) MISC bugs.gentoo.org

[SECURITY] Fedora 37 Update: amanda-3.5.3-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[debian-lts-announce] 20231203 [SECURITY] [DLA 3681-1] amanda security update lists.debian.org

[SECURITY] Fedora 38 Update: amanda-3.5.3-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 38 Update: amanda-3.5.3-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

GitHub - MaherAzzouzi/CVE-2022-37703: Amanda Information Disclosure bug. MISC github.com

Release tag-community-3.5.3 · zmanda/amanda · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

182405 Debian Security Update for amanda (CVE-2022-37703)

199250 Ubuntu Security Notification for amanda Vulnerabilities (USN-5966-1)

283847 Fedora Security Update for amanda (FEDORA-2023-e295804b3d)

283848 Fedora Security Update for amanda (FEDORA-2023-1293196f34)

284223 Fedora Security Update for amanda (FEDORA-2023-3d0619d767)

6000371 Debian Security Update for amanda (DLA 3681-1)
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