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Summary

CVE CVE-2022-37709

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-16 22:15:00 UTC

Updated 2022-09-23 13:20:00 UTC

Description Tesla Model 3 V11.0(2022.4.5.1 6b701552d7a6) Tesla mobile app v4.23 is vulnerable to Authentication Bypass by spoofing. Tesla Model 3's Phone Key authentication is vulnerable to Man-in-the-middle attacks in the BLE channel. It allows attackers to open a door and drive the car away by leveraging access to a legitimate Phone Key.

Risk And Classification

Problem Types: CWE-290

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Tesla Model 3 - All All All

Operating System Tesla Model 3 Firmware 11.0 All All All

Application Tesla Tesla 4.23 All All All

References

Reference Source Link Tags

GitHub - fmsh-seclab/TesMla: An app to complete man in the middle attack with Tesla Model 3 MISC github.com

Please update your browser MISC youtu.be

Authenticated Phone Key Vulnerability in Tesla Model 3 MISC fmsh-seclab.github.io

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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