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cssanmvnncLrriumsucnia  Gertain versions of Graphql—java from Graphql—java Project contain the
' following vulnerability:

graphql-java before19.0 is vulnerable to Denial of Service. An attacker
can send a malicious GraphQL query that consumes CPU resources.

The fixed versions are 19.0 and later, 18.3, and 17.4, and 0.0.0-2022-
07-26T05-45-04-226aabd9.

CVE-2022-37734 has been assigned by [JJ] cve@mitre.org to track the vulnerability - currently rated as [[FI[Ef) severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE [ NONE
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE | [ HIGH |
CVE References

Description Tags Link

READY - Stop DOS attacks by making the lexer stop early on evil input. by bbakerman ) MISC github.com/graphq|-

- Pull Request #2892 - graphql-java/graphgl-java - GitHub java/graphgl-java/pull/2892

CVE-2022-37734 on graphql-java - Discussion #2958 - graphql-java/graphgl-java - FEEmEl ¢ CONFIRM github.com/graphal-
GitHub text/html java/graphql-java/discussions/2958
Releases - graphqgl-java/graphql-java - GitHub ) CONFIRM github.com/graphq|-

java/graphgl-java/releases

Denial of Service via Directive overloading - Issue #2888 - graphq|l-java/graphgl-java - ) MISC github.com/graphq|-
GitHub java/graphql-java/issues/2888
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Related QID Numbers

378349 IBM WebSphere Application Server Liberty Denial of Service (DoS) Vulnerability (6832094)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Graphql-java Project Graphql-java All All All All
Application Graphql-java Project Graphql-java All All All All

cpe:2.3:a:graphqgl-java_project:graphgl-java:*:*:*:*:*;java:*:*:

No vendor comments have been submitted for this CVE
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