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Summary

CVE CVE-2022-37861

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-15 16:15:00 UTC

Updated 2022-09-20 12:28:00 UTC

Description There is a remote code execution (RCE) vulnerability in Tenhot TWS-100 V4.0-201809201424 router device. It is necessary to know that the device account password is allowed to escape the execution system command through the network tools in the network diagnostic component.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Tenhot Tws-100 - All All All

Operating System Tenhot Tws-100 Firmware 4.0-201809201424 All All All

References

Reference Source Link Tags

CVE-2022-37861.md · GitHub MISC gist.github.com

TWS100(小网关)_腾狐官网 MISC www.tenhot.net

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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