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CVE CVE-2022-37866
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-07 14:15:00 UTC
Updated 2023-11-07 03:49:00 UTC
Description When Apache Ivy downloads artifacts from a repository it stores them in the local file system based on a user-supplied "pat
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Ivy All All All All

Reference Source Link T
[SECURITY] Fedora 38 Update: apache-ivy-2.5.1-3.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 38 Update: apache-ivy-2.5.1-3.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

lists.apache.org/thread/htxbr8oc464hxrgroftnz3my70whk93b MISC lists.apache.org
CVE Program record CVE.ORG www.cve.org [
NVD vulnerability detail NVD nvd.nist.gov c

L]

Vendor Comments And Credit

Discovery Credit

LEGACY: This issue was discovered by Kostya Kortchinsky of the Databricks Security Team.

Legacy QID Mappings

284128 Fedora Security Update for apache (FEDORA-2023-35f775fd6e)


https://cve.report/
https://cve.report/CVE-2022-37866/mitre
https://cve.report/CVE-2022-37866/nist
https://cve.report/CVE-2022-37866/cve_org
https://cve.report/api/cve/CVE-2022-37866.json
https://cve.report/CVE-2022-37866.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/ivy
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/YDIFDL5WSBEKBUVKTABUFDDD25SBNJLS/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/YDIFDL5WSBEKBUVKTABUFDDD25SBNJLS/
https://lists.apache.org/thread/htxbr8oc464hxrgroftnz3my70whk93b
https://www.cve.org/CVERecord?id=CVE-2022-37866
https://nvd.nist.gov/vuln/detail/CVE-2022-37866
http://cve.report/qid/284128

355182 Amazon Linux Security Advisory for apache-ivy : ALAS2023-2023-174
355699 Amazon Linux Security Advisory for apache-ivy : ALAS2-2023-2165

357046 Amazon Linux Security Advisory for apache-ivy : ALAS-2024-1910
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