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Summary

CVE CVE-2022-37884

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-20 20:15:00 UTC

Updated 2023-01-23 13:55:00 UTC

Description A vulnerability exists in the ClearPass Policy Manager Guest User Interface that can allow an unauthenticated attacker to send specific operations which result in a Denial-of-Service condition. A successful exploitation of this vulnerability results in the unavailability of the guest interface in Aruba ClearPass Policy Manager version(s): 6.10.x: 6.10.6 and below; 6.9.x: 6.9.11 and below. Aruba has released upgrades for Aruba ClearPass Policy Manager that address this security vulnerability.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Arubanetworks Clearpass Policy Manager All All All All

References

Reference Source Link Tags

www.arubanetworks.com/assets/alert/ARUBA-PSA-2022-013.txt MISC www.arubanetworks.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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