CVE

State

Assigner
Source Priority
Published
Updated

Description

CVE-2022-38023

MITRE NVD CVE.ORG

CVE-2022-38023

PUBLIC

secure@microsoft.com

Print: PDF %5

CVE Program / NVD first with legacy fallback

2022-11-09 22:15:00 UTC

2023-09-17 09:15:00 UTC
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[SECURITY] Fedora 36 Update: samba-4.16.8-0.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Samba: Multiple Vulnerabilities (GLSA 202309-06) — Gentoo security MISC security.gentoo.org
December 2022 Samba Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

< B |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160471 Oracle Enterprise Linux Security Update for samba (ELSA-2023-0838)
160498 Oracle Enterprise Linux Security Update for samba (ELSA-2023-1090)
160577 Oracle Enterprise Linux Security Update for samba (ELSA-2023-2127)
183188 Debian Security Update for samba (CVE-2022-38023)

199130 Ubuntu Security Notification for Samba Vulnerabilities (USN-5822-1)
199228 Ubuntu Security Notification for Samba Vulnerabilities (USN-5936-1)
241172 Red Hat Update for samba (RHSA-2023:0637)

241203 Red Hat Update for samba (RHSA-2023:0838)

241248 Red Hat Update for samba (RHSA-2023:1090)

241410 Red Hat Update for samba (RHSA-2023:2127)

241411 Red Hat Update for samba (RHSA-2023:2136)

241413 Red Hat Update for samba (RHSA-2023:2137)

241653 Red Hat Update for samba (RHSA-2023:0638)

241683 Red Hat Update for samba (RHSA-2023:0639)

257229 CentOS Security Update for samba (CESA-2023:1090)

283534 Fedora Security Update for samba (FEDORA-2022-cb92b4ea21)
283541 Fedora Security Update for samba (FEDORA-2022-7f9021ead1)
355087 Amazon Linux Security Advisory for samba : ALAS2-2023-2042
355105 Amazon Linux Security Advisory for samba : ALAS-2023-1747

355336 Amazon Linux Security Advisory for samba : ALAS2023-2023-032

378044 Alibaba Cloud Linux Security Update for samba (ALINUX3-SA-2023:0027)


https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/VCTYD5EQRS73QZTWPOC2ZO2FL7MMYXMS/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/G2CYDXPFBQES2Z4KLZDILGXFFQ3VIGZ4/
https://security.gentoo.org/glsa/202309-06
https://security.netapp.com/advisory/ntap-20230110-0003/
https://www.cve.org/CVERecord?id=CVE-2022-38023
https://nvd.nist.gov/vuln/detail/CVE-2022-38023
http://cve.report/qid/160471
http://cve.report/qid/160498
http://cve.report/qid/160577
http://cve.report/qid/183188
http://cve.report/qid/199130
http://cve.report/qid/199228
http://cve.report/qid/241172
http://cve.report/qid/241203
http://cve.report/qid/241248
http://cve.report/qid/241410
http://cve.report/qid/241411
http://cve.report/qid/241413
http://cve.report/qid/241653
http://cve.report/qid/241683
http://cve.report/qid/257229
http://cve.report/qid/283534
http://cve.report/qid/283541
http://cve.report/qid/355087
http://cve.report/qid/355105
http://cve.report/qid/355336
http://cve.report/qid/378044

378116 Alibaba Cloud Linux Security Update for samba (ALINUX2-SA-2023:0013)

38885 Samba Multiple Security Vulnerabilities

502621 Alpine Linux Security Update for samba

503811 Alpine Linux Security Update for samba

672892 EulerOS Security Update for samba (EulerOS-SA-2023-1811)

672953 EulerOS Security Update for samba (EulerOS-SA-2023-1829)

673134 EulerOS Security Update for samba (EulerOS-SA-2023-2300)

673159 EulerOS Security Update for samba (EulerOS-SA-2023-2276)

673521 EulerOS Security Update for samba (EulerOS-SA-2023-2907)

673954 EulerOS Security Update for samba (EulerOS-SA-2023-2888)

710751 Gentoo Linux Samba Multiple Vulnerabilities (GLSA 202309-06)

753513 SUSE Enterprise Linux Security Update for samba (SUSE-SU-2023:0014-1)

753517 SUSE Enterprise Linux Security Update for samba (SUSE-SU-2023:0081-1)

753558 SUSE Enterprise Linux Security Update for samba (SUSE-SU-2023:0126-1)

753569 SUSE Enterprise Linux Security Update for samba (SUSE-SU-2023:0163-1)

753573 SUSE Enterprise Linux Security Update for samba (SUSE-SU-2023:0164-1)

753581 SUSE Enterprise Linux Security Update for samba (SUSE-SU-2023:0162-1)

753587 SUSE Enterprise Linux Security Update for samba (SUSE-SU-2023:0160-1)

753611 SUSE Enterprise Linux Security Update for samba (SUSE-SU-2023:0222-1)

91957 Microsoft Windows Server Elevation of Privilege Vulnerability for November 2022

91959 Microsoft Azure Stack Hub Security Updates for November 2022

940925 AlmaLinux Security Update for samba (ALSA-2023:0838)

941003 AlmaLinux Security Update for samba (ALSA-2023:2127)

960661 Rocky Linux Security Update for samba (RLSA-2023:0838)

960926 Rocky Linux Security Update for samba (RLSA-2023:2127)
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