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CVE-2022-38392

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assamcuavermcninernsoun  Gertain versions of 5400rmp Oem Harddrive from * contain the
following vulnerability:

Certain 5400 RPM hard drives, for laptops and other PCs in
approximately 2005 and later, allow physically proximate attackers to
cause a denial of service (device malfunction and system crash) via a
resonant-frequency attack with the audio signal from the Rhythm
Nation music video. A reported product is Seagate STDT4000100

763649053447.

CVE-2022-38392 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [GEEMEDIIN] |

Attack Attack Privileges User
Vector Complexity Required Interaction
Low (NN | [NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[NONE [NONE (FiGH
CVE References
Description Tags Link
Please update your browser o MISC www.youtube.com/watch?
v=nSvu9IDUjZw&t=416s
Janet Jackson had the power to crash laptop computers - BRI MISC
The Old New Thing devblogs.microsoft.com/oldnewthing/20220816-
00/?p=106994
Seagate Security Advisories | Support Seagate US &) MISC www.seagate.com/support/security/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

MPVICvAanar Annn nat andavan anu anmmaarvainl neadiiata Hhat maau A mantianad An thana aitan Dlanna addvana anmmmanta aland an nlboad masan b4


https://cve.report/
https://cve.report/CVE-2022-38392/mitre
https://cve.report/CVE-2022-38392/nist
https://cve.report/CVE-2022-38392/cve_org
https://cve.report/CVE-2022-38392.pdf
http://cve.report/software/*/5400rmp_oem_harddrive
http://cve.report/vendor/*
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.youtube.com/watch?v=nSvu9IDUjZw&t=416s
https://devblogs.microsoft.com/oldnewthing/20220816-00/?p=106994
https://www.seagate.com/support/security/

U VLICPUIL UUED 1IUL SHUUIDE dlly LUITITITIgIvidl PIUUULLY Lidl THidy VE THSTHLUUIIEU Ul LTIEDE DIED. IMicddt auultdd LUITITTICTILD dvuul dlly HTINSU payes v

comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

Certain 5400 RPM hard drives, for laptops and other PCs in approximately 2005 and later,
allow physically proximate a...

Known Affected Configurations (CPE V2.3)
Type Vendor Product Version Update Edition Language

Hardware &= 4 * 5400rmp Oem Harddrive - All All All

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)
@CVEreport CVE-2022-38392 : A certain 5400 RPM OEM hard drive, as shipped with laptop PCs in 2022-08-17
approximately 2005, allows physic... twitter.com/i/web/status/1... 18:05:46
@ /rinetcve CVE-2022-38392 2022-08-17
18:38:35
& /rlhypeurls CVE-2022-38392 — Janet Jackson Song as vulnerability 2022-08-18
11:06:35
 /r/News_Microsoft Microsoft: Janet Jackson's 'Rhythm Nation' assigned CVE-2022-38392 for crashing laptops  2022-08-18
20:40:22
(o) CVE-2022-38392: 5400 RPM OEM Hard Drive DoS Vulnerability 2022-08-20
/r/lKomodoCyberConsulting 04:29:03
( /r/ICKsTechNews CVE-2022-38392 — Rhythm Nation Exploit 2022-08-20
20:39:12
@ /r/sysadmin Janet Jackson’s Rhythm Nation can crash old hard drives...seriously. 2022-08-22
04:24:41
( /r/blueteamsec The most advanced botnet ever got updated 2022-08-26
11:36:40
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.


mailto:%20comment@cve.report
https://device.report//5400rmp-oem-harddrive
http://cve.report/vendor/*
http://cve.report/software/*/5400rmp_oem_harddrive
https://twitter.com/i/web/status/1559964719888334853
https://www.reddit.com/r/netcve/comments/wqwja5/cve202238392/
https://www.reddit.com/r/hypeurls/comments/wrgou2/cve202238392_janet_jackson_song_as_vulnerability/
https://www.reddit.com/r/News_Microsoft/comments/wru6td/microsoft_janet_jacksons_rhythm_nation_assigned/
https://www.reddit.com/r/KomodoCyberConsulting/comments/wsy6lc/cve202238392_5400_rpm_oem_hard_drive_dos/
https://www.reddit.com/r/CKsTechNews/comments/wtgwef/cve202238392_rhythm_nation_exploit/
https://www.reddit.com/r/sysadmin/comments/wujsae/janet_jacksons_rhythm_nation_can_crash_old_hard/
https://www.reddit.com/r/blueteamsec/comments/wy6v17/the_most_advanced_botnet_ever_got_updated/
https://cve.report/CVE-2022-38391
https://cve.report/CVE-2022-38393
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2022-38392
	CVSS3 Score: 5.3 - MEDIUM
	CVE References
	Exploit/POC from Github
	Known Affected Configurations (CPE V2.3)
	Social Mentions



