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Summary

CVE CVE-2022-38757

State PUBLIC

Assigner security@microfocus.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-23 16:15:00 UTC

Updated 2023-11-07 03:50:00 UTC

Description A vulnerability has been identified in Micro Focus ZENworks 2020 Update 3a and prior versions. This vulnerability allows administrators with rights to perform actions (e.g., install a bundle) on a set of managed devices, to be able to exercise these rights on managed devices in the ZENworks zone but which are outside the scope of the administrator. This vulnerability does not result in the administrators gaining additional rights on the managed devices, either in the scope or outside the scope of the administrator.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microfocus Zenworks All All All All

Application Microfocus Zenworks 2020 - All All

Application Microfocus Zenworks 2020 update1 All All

Application Microfocus Zenworks 2020 update2 All All

Application Microfocus Zenworks 2020 update3 All All

Application Microfocus Zenworks 2020 update3a All All

References

Reference Source Link Tags

KM Viewer MISC kmviewer.saas.microfocus.com

KM Viewer kmviewer.saas.microfocus.com

Portal MISC portal.microfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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