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Description Poppler prior to and including 22.08.0 contains an integer overflow in the JBIG2 decoder (JBIG2Stream::readTextRegionSe
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Application Freedesktop Poppler All All All All

References |

Reference

Debian -- Security Information -- DSA-5224-1 poppler

JBIG2Stream: Fix crash on broken file (11261) - Merge requests - poppler / poppler - GitLab
[SECURITY] Fedora 35 Update: poppler-21.08.0-3.fc35 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 37 Update: poppler-22.08.0-2.fc37 - package-announce - Fedora Mailing-Lists
Poppler: Arbitrary Code Execution (GLSA 202209-21) — Gentoo security

Poppler

oss-security - JBIG2 integer overflow fixed in Xpdf 4.04, Poppler 22.09.0

[SECURITY] Fedora 35 Update: mingw-poppler-21.08.0-2.fc35 - package-announce - Fedora Mailing-Lists
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[SECURITY] Fedora 36 Update: mingw-poppler-22.01.0-7.fc36 - package-announce - Fedora Mailing-Lists
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CVE-2022-38171 notes - GitHub

[SECURITY] Fedora 35 Update: mingw-poppler-21.08.0-2.fc35 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: poppler-22.01.0-6.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 37 Update: poppler-22.08.0-2.fc37 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: poppler-22.01.0-6.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 35 Update: poppler-21.08.0-3.fc35 - package-announce - Fedora Mailing-Lists
Vulnerabilities/CVE-2022-38171.md at main - zmanion/Vulnerabilities - GitHub

CVE - CVE-2022-38171

[SECURITY] Fedora 36 Update: mingw-poppler-22.01.0-7.fc36 - package-announce - Fedora Mailing-Lists
GitHub - jeffssh/CVE-2021-30860: Collection of materials relating to FORCEDENTRY, will eventually delete this repo and migrate the material
[SECURITY] [DLA 3120-1] poppler security update

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160623 Oracle Enterprise Linux Security Update for poppler (ELSA-2023-2259)
160664 Oracle Enterprise Linux Security Update for poppler (ELSA-2023-2810)
180996 Debian Security Update for poppler (DSA 5224-1)

181075 Debian Security Update for poppler (DLA 3120-1)

183932 Debian Security Update for poppler (CVE-2022-38784)

198932 Ubuntu Security Notification for poppler Vulnerability (USN-5606-1)
241442 Red Hat Update for poppler (RHSA-2023:2259)

241484 Red Hat Update for poppler (RHSA-2023:2810)

283137 Fedora Security Update for mingw (FEDORA-2022-51b27699ce)
283138 Fedora Security Update for mingw (FEDORA-2022-f7b375eae8)
283178 Fedora Security Update for poppler (FEDORA-2022-f79aa2bae9)
283222 Fedora Security Update for poppler (FEDORA-2022-f8ec1c06a3)

355389 Amazon Linux Security Advisory for poppler : ALAS2-2023-2075



https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/TQAO6O2XHPQHNW2MWOCJJ4C3YWS2VV4K/
https://www.cve.org/CVERecord?id=CVE-2022-38171
https://gist.github.com/zmanion/b2ed0d1a0cec163ecd07d5e3d9740dc6
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/J546EJUKUOPWA3JSLP7DYNBAU3YGNCCW/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/BGY72LBJMFAKQWC2XH4MRPIGPQLXTFL6/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/NLKN3HJKZSGEEKOF57DM7Q3IB74HP5VW/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/BGY72LBJMFAKQWC2XH4MRPIGPQLXTFL6/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/E5Z2677EQUWVHJLGSH5DQX53EK6MY2M2/
https://github.com/zmanion/Vulnerabilities/blob/main/CVE-2022-38171.md
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-38171
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/TQAO6O2XHPQHNW2MWOCJJ4C3YWS2VV4K/
https://github.com/jeffssh/CVE-2021-30860
https://lists.debian.org/debian-lts-announce/2022/09/msg00030.html
https://www.cve.org/CVERecord?id=CVE-2022-38784
https://nvd.nist.gov/vuln/detail/CVE-2022-38784
http://cve.report/qid/160623
http://cve.report/qid/160664
http://cve.report/qid/180996
http://cve.report/qid/181075
http://cve.report/qid/183932
http://cve.report/qid/198932
http://cve.report/qid/241442
http://cve.report/qid/241484
http://cve.report/qid/283137
http://cve.report/qid/283138
http://cve.report/qid/283178
http://cve.report/qid/283222
http://cve.report/qid/355389

355818 Amazon Linux Security Advisory for poppler : ALAS2023-2023-289

378654 Alibaba Cloud Linux Security Update for poppler (ALINUX3-SA-2023:0061)

672405 EulerOS Security Update for poppler (EulerOS-SA-2022-2801)

672718 EulerOS Security Update for poppler (EulerOS-SA-2023-1512)

672765 EulerOS Security Update for compat-poppler022 (EulerOS-SA-2023-1495)

710628 Gentoo Linux Poppler Arbitrary Code Execution Vulnerability (GLSA 202209-21)

753753 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:0677-1)

753779 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:0480-1)

753781 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:0494-1)

941006 AlmaLinux Security Update for poppler (ALSA-2023:2259)

941065 AlmaLinux Security Update for poppler (ALSA-2023:2810)

960928 Rocky Linux Security Update for poppler (RLSA-2023:2810)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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