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CVE CVE-2022-3890
State PUBLIC
Assigner chrome-cve-admin@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-09 04:15:00 UTC
Updated 2022-12-08 21:43:00 UTC
Description Heap buffer overflow in Crashpad in Google Chrome on Android prior to 107.0.5304.106 allowed a remote attacker who ha
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 11.0 All All All

Application Google Chrome All All All All

Reference Source Link Ta
1380083 - chromium - An open-source project to help move the web forward. - Monorail  MISC crbug.com

Chrome Releases: Stable Channel Update for Desktop MISC chromereleases.googleblog.com
Debian -- Security Information -- DSA-5275-1 chromium DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181207 Debian Security Update for chromium (DSA 5275-1)

183898 Debian Security Update for chromium (CVE-2022-3890)
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37/ /49 Google Ghrome Prior to 10/.0.53U4.110 for Miac/Linux and prior to 10/.U.5304.1U6 tor Windows Multiple Vulnerabplliities
377757 Microsoft Edge Based on Chromium Prior to 107.0.1418.42 Multiple Vulnerabilities

502601 Alpine Linux Security Update for gt5-gtwebengine

502934 Alpine Linux Security Update for gt5-gtwebengine

505810 Alpine Linux Security Update for gt5-gtwebengine

630861 Google Chrome For Android Out-of-bounds Write Vulnerability

690979 Free Berkeley Software Distribution (FreeBSD) Security Update for chromium (6b04476f-601c-11ed-92ce-3065ec8fd3ec)
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