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assamvnncuruuasceuan  Gertain versions of Dxp from Liferay contain the following vulnerability:

A Cross-site scripting (XSS) vulnerability in the Blog module - add new
topic functionality in Liferay Digital Experience Platform 7.3.10 SP3
allows remote attackers to inject arbitrary JS script or HTML into the
name field of newly created topic.

CVE-2022-38902 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.
CVSS3 Score: [SAEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low
Scope Confidentiality Integrity Availability
Impact Impact Impact
(NONE_
CVE References
Description Tags Link
Digital Experience Software Tailored to Your Needs | B MISC liferay.com
Liferay
Authenticated persistent XSS in Liferay DXP CMS (CVE- I MISC www.offensity.com/en/blog/authenticated-
2022-38901 and CVE-2022-38902) | Offensity persistent-xss-in-liferay-dxp-cms-cve-2022-38901-and-cve-

2022-38902/

Proton Drive P MISC
drive.proton.me/urls/D27RQ14NGWi#b71d8XrBI2Mu
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Liferay Dxp 7.3 - All All
Application Liferay Dxp 7.3 spl All All
Application Liferay Dxp 7.3 sp2 All All
Application Liferay Dxp 7.3 sp3 All All
Application Liferay Dxp 7.3 update_1 All All
Application Liferay Dxp 7.3 update_2 All All
Application Liferay Dxp 7.3 update_3 All All
Application Liferay Dxp 7.3 update_4 All All
Application Liferay Dxp 7.3 update_5 All All
Application Liferay Dxp 7.3 update_6 All All
Application Liferay Dxp 7.3 update_7 All All
Application Liferay Dxp 7.3 update_8 All All
Application Liferay Liferay Portal All All All All

cpe:2.3:a:liferay:dxp:7.3:-:" "

No vendor comments have been submitted for this CVE
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