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CVE CVE-2022-39028
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-08-30 05:15:00 UTC
Updated 2023-09-27 20:10:00 UTC

Description telnetd in GNU Inetutils through 2.3, MIT krb5-appl through 1.0.3, and derivative works has a NULL pointer dereference via
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Application Gnu Inetutils All All All All

Application Mit Kerberos 5 All All All All

Application Netkit-telnet Project Netkit-telnet All All All All
References

Reference

[SECURITY] [DLA 3205-1] inetutils security update

[BUG][PATCH] Someone described a remote DoS Vulnerability in telnetd (de

2-byte DoS in freebsd-telnetd / netbsd-telnetd / netkit-telnetd / inetutils-telnetd / telnetd in Kerberos Version 5 Applications - Binary Golf Grand
debian/pkgs/inetutils.git - Debian inetutils packaging

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2022-39028/mitre
https://cve.report/CVE-2022-39028/nist
https://cve.report/CVE-2022-39028/cve_org
https://cve.report/CVE-2022-39028.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/gnu
http://cve.report/software/gnu/inetutils
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/netkit-telnet_project
http://cve.report/software/netkit-telnet_project/netkit-telnet
https://lists.debian.org/debian-lts-announce/2022/11/msg00033.html
https://lists.gnu.org/archive/html/bug-inetutils/2022-08/msg00002.html
https://pierrekim.github.io/blog/2022-08-24-2-byte-dos-freebsd-netbsd-telnetd-netkit-telnetd-inetutils-telnetd-kerberos-telnetd.html
https://git.hadrons.org/cgit/debian/pkgs/inetutils.git/commit/?id=113da8021710d871c7dd72d2a4d5615d42d64289
https://www.cve.org/CVERecord?id=CVE-2022-39028
https://nvd.nist.gov/vuln/detail/CVE-2022-39028

181028 Debian Security Update for inetutils (CVE-2022-39028)

181247 Debian Security Update for inetutils (DLA 3205-1)

199675 Ubuntu Security Notification for Inetutils Vulnerabilities (USN-6304-1)

752639 SUSE Enterprise Linux Security Update for krb5-appl (SUSE-SU-2022:3471-1)
752730 SUSE Enterprise Linux Security Update for telnet (SUSE-SU-2022:3783-1)

752735 SUSE Enterprise Linux Security Update for telnet (SUSE-SU-2022:3735-1)
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