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Summary

CVE CVE-2022-39071

State PUBLIC

Assigner psirt@zte.com.cn

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-30 23:15:00 UTC

Updated 2023-06-07 14:40:00 UTC

Description There is an unauthorized access vulnerability in some ZTE mobile phones. If a malicious application is installed on the phone, it could overwrite some system configuration files and user installers without user permission.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Zte Axon 40 Ultra - All All All

Operating System Zte Axon 40 Ultra Firmware All All All All

Hardware Zte Blade A31 - All All All

Operating System Zte Blade A31 Firmware All All All All

Hardware Zte Blade A31 Plus - All All All

Operating System Zte Blade A31 Plus Firmware All All All All

Hardware Zte Blade A3 Lite - All All All

Operating System Zte Blade A3 Lite Firmware All All All All

Hardware Zte Blade A51 - All All All

Operating System Zte Blade A51 Firmware All All All All

Hardware Zte Blade A52 - All All All

Operating System Zte Blade A52 Firmware All All All All

Hardware Zte Blade A5 2019 - All All All

Operating System Zte Blade A5 2019 Firmware All All All All

Hardware Zte Blade A5 2020 - All All All

Operating System Zte Blade A5 2020 Firmware All All All All

Hardware Zte Blade A71 - All All All
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Hardware Zte Blade A71 - All All All

Operating System Zte Blade A71 Firmware All All All All

Hardware Zte Blade A72 - All All All

Operating System Zte Blade A72 Firmware All All All All

Hardware Zte Blade A7s - All All All

Operating System Zte Blade A7s Firmware All All All All

Hardware Zte Blade L210 - All All All

Operating System Zte Blade L210 Firmware All All All All

Hardware Zte Blade V20 Smart - All All All

Operating System Zte Blade V20 Smart Firmware All All All All

Hardware Zte Blade V30 - All All All

Operating System Zte Blade V30 Firmware All All All All

Hardware Zte Blade V30 Vita - All All All

Operating System Zte Blade V30 Vita Firmware All All All All

Hardware Zte Blade V40 Vita - All All All

Operating System Zte Blade V40 Vita Firmware All All All All

Hardware Zte V40 Pro - All All All

Operating System Zte V40 Pro Firmware All All All All

References

Reference Source Link Tags

Security Bulletin Details MISC support.zte.com.cn

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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