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CVE CVE-2022-39158
State PUBLIC
Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-09-13 10:15:00 UTC
Updated 2023-11-14 11:15:00 UTC

Description A vulnerability has been identified in RUGGEDCOM i800, RUGGEDCOM i800NC, RUGGEDCOM i801, RUGGEDCOM i80
KA 1|

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Siemens Ruggedcom Rmc8388 - All All All
Operating System Siemens Ruggedcom Ros All All All All
Hardware Siemens Ruggedcom Rs416pv2 - All All All
Hardware Siemens Ruggedcom Rs416v2 - All All All
Hardware Siemens Ruggedcom Rs900g 32m - All All All
Hardware Siemens Ruggedcom Rs900 32m - All All All
Hardware Siemens Ruggedcom Rsg2100 32m - All All All
Hardware Siemens Ruggedcom Rsg2288 - All All All
Hardware Siemens Ruggedcom Rsg2300 - All All All
Hardware Siemens Ruggedcom Rsg2300p - All All All
Hardware Siemens Ruggedcom Rsg2488 - All All All
Hardware Siemens Ruggedcom Rsg907r - All All All
Hardware Siemens Ruggedcom Rsg908c - All All All
Hardware Siemens Ruggedcom Rsg909r - All All All
Hardware Siemens Ruggedcom Rsg910c - All All All
Hardware Siemens Ruggedcom Rsg920p - All All All
Hardware Siemens Ruggedcom Rsl910 - All All All
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Hardware Siemens Ruggedcom Rst2228 - All All All
Hardware Siemens Ruggedcom Rst2228p - All All All
Hardware Siemens Ruggedcom Rst916¢ - All All All
Hardware Siemens Ruggedcom Rst916p - All All All
Reference Source Link Tags
cert-portal.siemens.com/productcert/pdf/ssa-787941.pdf MISC cert-portal.siemens.com
cert-portal.siemens.com/productcert/pdf/ssa-459643.pdf MISC cert-portal.siemens.com

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591189 Siemens RUGGEDCOM ROS (Update A) Vulnerability (ICSA-22-258-03, SSA-459643)
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