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CVE CVE-2022-3916
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-20 15:15:00 UTC
Updated 2023-11-07 03:51:00 UTC
Description A flaw was found in the offline_access scope in Keycloak. This issue would affect users of shared computers more (especit
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Risk And Classification

Problem Types: CWE-613

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux 9.0 All All All
Application Redhat Keycloak All All All All
Application Redhat Openshift Container Platform 4.10 All All All
Application Redhat Openshift Container Platform 4.9 All All All
Application Redhat Openshift Container Platform For Linuxone 4.10 All All All
Application Redhat Openshift Container Platform For Linuxone 4.9 All All All
Application Redhat Openshift Container Platform For Power 4.10 All All All
Application Redhat Openshift Container Platform For Power 4.9 All All All
Application Redhat Openshift Container Platform Ibm Z Systems 4.10 All All All
Application Redhat Openshift Container Platform Ibm Z Systems 4.9 All All All
Application Redhat Single Sign-on - All All All
Application Redhat Single Sign-on 7.6 All All All

References

Reference Source Link


https://cve.report/
https://cve.report/CVE-2022-3916/mitre
https://cve.report/CVE-2022-3916/nist
https://cve.report/CVE-2022-3916/cve_org
https://cve.report/api/cve/CVE-2022-3916.json
https://cve.report/CVE-2022-3916.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/keycloak
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_linuxone
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_linuxone
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_power
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_for_power
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_ibm_z_systems
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform_ibm_z_systems
http://cve.report/vendor/redhat
http://cve.report/software/redhat/single_sign-on
http://cve.report/vendor/redhat
http://cve.report/software/redhat/single_sign-on

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com
cve-details MISC access.redhat.com
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com
2141404 — (CVE-2022-3916) CVE-2022-3916 keycloak: Session takeover with OIDC offline refreshtokens  MISC bugzilla.redhat.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

AR

1]

L]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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