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Summary
CVE CVE-2022-39177
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2022-09-02 04:15:00 UTC
Updated 2022-11-07 14:34:00 UTC
Description BlueZ before 5.59 allows physically proximate attackers to cause a denial of service because malformed and invalid capabi

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Bluez Bluez All
Operating System Canonical Ubuntu Linux 18.04
Operating System Canonical Ubuntu Linux 20.04
Operating System Debian Debian Linux 10.0

References

Update
All
All
All

All

Edition Language
All All
All All
All All
All All

Reference

USN-5481-1: BlueZ vulnerabilities | Ubuntu security notices | Ubuntu

September 2022 BlueZ Vulnerabilities in NetApp Products | NetApp Product Security
[SECURITY] [DLA 3157-1] bluez security update

Bug #1977968 “Security update tracking bug” : Bugs : bluez package : Ubuntu

CVE Program record

NVD vulnerability detail

/

Source

MISC

CONFIRM

MLIST

MISC

CVE.ORG

NVD

Link Tags
ubuntu.com
security.netapp.com
lists.debian.org
bugs.launchpad.net
Www.cve.org canonical

nvd.nist.gov canonical, analysi:

[

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2022-39177/mitre
https://cve.report/CVE-2022-39177/nist
https://cve.report/CVE-2022-39177/cve_org
https://cve.report/CVE-2022-39177.pdf
http://cve.report/vendor/bluez
http://cve.report/software/bluez/bluez
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
https://ubuntu.com/security/notices/USN-5481-1
https://security.netapp.com/advisory/ntap-20221020-0002/
https://lists.debian.org/debian-lts-announce/2022/10/msg00026.html
https://bugs.launchpad.net/ubuntu/+source/bluez/+bug/1977968
https://www.cve.org/CVERecord?id=CVE-2022-39177
https://nvd.nist.gov/vuln/detail/CVE-2022-39177

181160 Debian Security Update for bluez (DLA 3157-1)

183204 Debian Security Update for bluez (CVE-2022-39177)

672771 EulerOS Security Update for bluez (EulerOS-SA-2023-1491)

753571 SUSE Enterprise Linux Security Update for bluez (SUSE-SU-2023:0168-1)
753574 SUSE Enterprise Linux Security Update for bluez (SUSE-SU-2023:0166-1)
753578 SUSE Enterprise Linux Security Update for bluez (SUSE-SU-2023:0155-1)

753579 SUSE Enterprise Linux Security Update for bluez (SUSE-SU-2023:0156-1)
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