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Summary

CVE CVE-2022-39181

State PUBLIC

Assigner cna@cyber.gov.il

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-17 23:15:00 UTC

Updated 2023-10-25 18:17:00 UTC

Description GLPI - Reports plugin for GLPI Reflected Cross-Site-Scripting (RXSS). Type 1: Reflected XSS (or Non-Persistent) - The server reads data directly from the HTTP request and reflects it back in the HTTP response. Reflected XSS exploits occur when an attacker causes a victim to supply dangerous content to a vulnerable web application, which is then reflected back to the victim and executed by the web browser. The most common mechanism for delivering malicious content is to include it as a parameter in a URL that is posted publicly or emailed directly to the victim. URLs constructed in this manner constitute the core of many phishing schemes, whereby an attacker convinces a victim to visit a URL that refers to a vulnerable site. After the site reflects the attacker's content back to the victim, the content is executed by the victim's browser.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Glpi-project Reports - All All All

References

Reference Source Link Tags

Attention Required! | Cloudflare MISC www.gov.il

www.gov.il/en/Departments/faq/cve_advisories MISC www.gov.il

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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