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CVE-2022-39200 - advisory for GHSA-pfw4-xjgm-267¢c

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

assamnncLrrnumsucuiial  Gertain versions of Dendrite from Matrix contain the foIIowing
vulnerability:

Dendrite is a Matrix homeserver written in Go. In affected versions
events retrieved from a remote homeserver using the
‘/get_missing_events’ path did not have their signatures verified
correctly. This could potentially allow a remote homeserver to provide
invalid/modified events to Dendrite via this endpoint. Note that this
does not apply to events retrieved through other endpoints (e.g. /event', /state’) as they
have been correctly verified. Homeservers that have federation disabled are not vulnerable.
The problem has been fixed in Dendrite 0.9.8. Users are advised to upgrade. There are no
known workarounds for this issue.

CVE-2022-39200 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: () matrix-org - dendrite version < 0.9.8

CVSS3 Score: _

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Signature checks not applied to some retrieved ) CONFIRM github.com/matrix-

missing events - Advisory - matrix-org/dendrite - org/dendrite/security/advisories/ GHSA-pfw4-xjgm-267¢

GitHub

Fix missing signature check on the ) MISC github.com/matrix-
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https://cve.report/CVE-2022-39200.pdf
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http://cve.report/vendor/matrix
http://cve.report/cvsscalc.php
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https://github.com/matrix-org/dendrite/security/advisories/GHSA-pfw4-xjgm-267c
https://github.com/matrix-org/dendrite/commit/2792d0490f3771488bad346981b8c26479a872c3
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org/dendrite@2792d04 - GitHub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

502506 Alpine Linux Security Update for dendrite

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Matrix Dendrite All All All All

Skuk Lk ak Lk akakk.

cpe:2.3:a:matrix:dendrite:*:*: " "

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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