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Summary

CVE CVE-2022-39205

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-13 19:15:00 UTC

Updated 2022-10-01 02:18:00 UTC

Description Onedev is an open source, self-hosted Git Server with CI/CD and Kanban. In versions of Onedev prior to 7.3.0 unauthenticated users can take over a OneDev instance if there is no properly configured reverse proxy. The /git-prereceive-callback endpoint is used by the pre-receive git hook on the server to check for branch protections during a push event. It is only intended to be accessed from localhost, but the check relies on the X-Forwarded-For header. Invoking this endpoint leads to the execution of one of various git commands. The environment variables of this command execution can be controlled via query parameters. This allows attackers to write to arbitrary files, which can in turn lead to the execution of arbitrary code. Such an attack would be very hard to detect, which increases the potential impact even more. Users are advised to upgrade. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Onedev Project Onedev All All All All

References

Reference Source Link

Release 7.3.0 · theonedev/onedev · GitHub MISC github.com

Fix security vulnerability related to Git pre/post receive callback · theonedev/onedev@f1e9768 · GitHub MISC github.com

Access Control Bypass can lead to Remote Code Execution · Advisory · theonedev/onedev · GitHub CONFIRM github.com

Securing Developer Tools: OneDev Remote Code Execution MISC blog.sonarsource.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

https://cve.report/
https://cve.report/CVE-2022-39205/mitre
https://cve.report/CVE-2022-39205/nist
https://cve.report/CVE-2022-39205/cve_org
https://cve.report/api/cve/CVE-2022-39205.json
https://cve.report/CVE-2022-39205.pdf
http://cve.report/vendor/onedev_project
http://cve.report/software/onedev_project/onedev
https://github.com/theonedev/onedev/releases/tag/v7.3.0
https://github.com/theonedev/onedev/commit/f1e97688e4e19d6de1dfa1d00e04655209d39f8e
https://github.com/theonedev/onedev/security/advisories/GHSA-4f9h-h82c-4xm2
https://blog.sonarsource.com/onedev-remote-code-execution/
https://www.cve.org/CVERecord?id=CVE-2022-39205
https://nvd.nist.gov/vuln/detail/CVE-2022-39205
https://cve.report/


this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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