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Summary

CVE CVE-2022-39210

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-17 00:15:00 UTC

Updated 2022-09-21 15:08:00 UTC

Description Nextcloud android is the official Android client for the Nextcloud home server platform. Internal paths to the Nextcloud Android app files are not properly protected. As a result access to internal files of the from within the Nextcloud Android app is possible. This may lead to a leak of sensitive information in some cases. It is recommended that the Nextcloud Android app is upgraded to 3.21.0. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nextcloud Nextcloud All All All All

References

Reference

Prevent URI uploads from external apps that target private storage by AlvaroBrey · Pull Request #10544 · nextcloud/android · GitHub

Access to internal files of the Nextcloud Android app from within the Nextcloud Android app · Advisory · nextcloud/security-advisories · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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