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Summary

CVE CVE-2022-39213

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-15 22:15:00 UTC

Updated 2023-08-18 15:22:00 UTC

Description go-cvss is a Go module to manipulate Common Vulnerability Scoring System (CVSS). In affected versions when a full CVSS v2.0 vector string is parsed using `ParseVector`, an Out-of-Bounds Read is possible due to a lack of tests. The Go module will then panic. The problem is patched in tag `v0.4.0`, by the commit `d9d478ff0c13b8b09ace030db9262f3c2fe031f4`. Users are advised to upgrade. Users unable to upgrade may avoid this issue by parsing only CVSS v2.0 vector strings that do not have all attributes defined (e.g. `AV:N/AC:L/Au:N/C:P/I:P/A:C/E:U/RL:OF/RC:C/CDP:MH/TD:H/CR:M/IR:M/AR:M`). As stated in [SECURITY.md](https://github.com/pandatix/go-cvss/blob/master/SECURITY.md), the CPE v2.3 to refer to this Go module is `cpe:2.3:a:pandatix:go_cvss:*:*:*:*:*:*:*:*`. The entry has already been requested to the NVD CPE dictionary.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Go-cvss Project Go-cvss All All All All

Application Pandatix Go-cvss All All All All

References

Reference Source Link

Improve CVSS v2.0 implementation (0/1 allocs/op) · pandatix/go-cvss@d9d478f · GitHub MISC github.com

go-cvss/SECURITY.md at master · pandatix/go-cvss · GitHub MISC github.com

Out-of-bounds Read in github.com/pandatix/go-cvss/20 ParseVector function · Advisory · pandatix/go-cvss · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

https://cve.report/
https://cve.report/CVE-2022-39213/mitre
https://cve.report/CVE-2022-39213/nist
https://cve.report/CVE-2022-39213/cve_org
https://cve.report/api/cve/CVE-2022-39213.json
https://cve.report/CVE-2022-39213.pdf
http://cve.report/vendor/go-cvss_project
http://cve.report/software/go-cvss_project/go-cvss
http://cve.report/vendor/pandatix
http://cve.report/software/pandatix/go-cvss
https://github.com/pandatix/go-cvss/commit/d9d478ff0c13b8b09ace030db9262f3c2fe031f4
https://github.com/pandatix/go-cvss/blob/master/SECURITY.md
https://github.com/pandatix/go-cvss/security/advisories/GHSA-xhmf-mmv2-4hhx
https://www.cve.org/CVERecord?id=CVE-2022-39213
https://nvd.nist.gov/vuln/detail/CVE-2022-39213
https://cve.report/


this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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