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Summary

CVE CVE-2022-39221

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-21 00:15:00 UTC

Updated 2022-09-23 18:14:00 UTC

Description McWebserver mod runs a simple HTTP server alongside the Minecraft server in seperate threads. Path traversal in McWebserver Minecraft Mod for Fabric and Quilt up to and including 0.1.2.1 and McWebserver Minecraft Mod for Forge up to and including 0.1.1 allows all files, accessible by the program, to be read by anyone via HTTP request. Version 0.2.0 with patches are released to both platforms (Fabric and Quilt, Forge). As a workaround, the McWebserver mod can be disabled by removing the file from the `mods` directory.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Mcwebserver Minecraft Mod For Fabric And Quilt Project Mcwebserver Minecraft Mod For Fabric And Quilt All All

Application Mcwebserver Minecraft Mod For Forge Project Mcwebserver Minecraft Mod For Forge All All

References

Reference Source Link Tags

Rewrite HTTPServer implementation by apple502j · Pull Request #1 · J-onasJones/McWebserver · GitHub MISC github.com

Path traversal in McWebserver · Advisory · J-onasJones/McWebserver · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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