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CVE CVE-2022-39261
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-28 14:15:00 UTC
Updated 2023-11-07 03:50:00 UTC
Description Twig is a template language for PHP. Versions 1.x prior to 1.44.7, 2.x prior to 2.15.3, and 3.x prior to 3.4.3 encounter an iss

/ ]
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Application Drupal Drupal All All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Application Symfony Twig All All Al Al

Reference Source

[SECURITY] Fedora 35 Update: php-twig2-2.15.3-1.fc35 - package-announce - Fedora Mailing-Lists

[SECURITY] [DLA 3147-1] twig security update MLIST
[SECURITY] Fedora 37 Update: php-twig-1.44.7-1.fc37 - package-announce - Fedora Mailing-Lists

Access to this page has been denied. CONFIRM
[SECURITY] Fedora 36 Update: php-twig-1.44.7-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 35 Update: php-twig-1.44.7-1.fc35 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 37 Update: php-twig2-2.15.3-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA
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https://www.drupal.org/sa-core-2022-016
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/YU4ZYX62H2NUAKKGUES4RZIM4KMTKZ7F/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/AUVTXMNPSZAHS3DWZEM56V5W4NPVR6L7/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/WV5TNNJLGG536TJH6DLCIAAZZIPV2GUD/

security #cve- Fix a security issue on filesystem loader (possibility... - twigphp/Twig@35f3035 - GitHub MISC
[SECURITY] Fedora 35 Update: php-twig2-2.15.3-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA
Debian -- Security Information -- DSA-5248-1 php-twig DEBIAN

[SECURITY] Fedora 37 Update: php-twig2-2.15.3-1.fc37 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 35 Update: php-twig-1.44.7-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 36 Update: php-twig2-2.15.3-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 37 Update: php-twig-1.44.7-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 36 Update: php-twig-1.44.7-1.fc36 - package-announce - Fedora Mailing-Lists

Possibility to load a template outside a configured directory when using the filesystem loader - Advisory - twigphp/Twig - GitHub ~ CONFIRM
[SECURITY] Fedora 36 Update: php-twig2-2.15.3-1.fc36 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

154123 Drupal Core: Twig Template Path Traversal Vulnerability (CVE-2022-39261)

181128 Debian Security Update for twig (DLA 3147-1)

184290 Debian Security Update for php-twig (CVE-2022-39261)

199472 Ubuntu Security Notification for Twig Vulnerabilities (USN-5947-1)

283183 Fedora Security Update for Hypertext Preprocessor (PHP) (FEDORA-2022-d39b2a755b)
283184 Fedora Security Update for Hypertext Preprocessor (PHP) (FEDORA-2022-9d8ee4abde)
283186 Fedora Security Update for Hypertext Preprocessor (PHP) (FEDORA-2022-4490a4772d)
283187 Fedora Security Update for Hypertext Preprocessor (PHP) (FEDORA-2022-1695454935)

730620 Drupal Core Multiple vulnerabilities Vulnerability (SA-CORE-2022-016)
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