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Summary

CVE CVE-2022-39269

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-06 18:16:00 UTC

Updated 2023-02-24 00:15:00 UTC

Description PJSIP is a free and open source multimedia communication library written in C. When processing certain packets, PJSIP may incorrectly switch from using SRTP media transport to using basic RTP upon SRTP restart, causing the media to be sent insecurely. The vulnerability impacts all PJSIP users that use SRTP. The patch is available as commit d2acb9a in the master branch of the project and will be included in version 2.13. Users are advised to manually patch or to upgrade. There are no known workarounds for this vulnerability.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pjsip Pjsip All All All All

References

Reference Source

Merge pull request from GHSA-wx5m-cj97-4wwg · pjsip/pjproject@d2acb9a · GitHub MISC

Debian -- Security Information -- DSA-5358-1 asterisk DEBIAN

cve-website MISC

PJSIP: Multiple Vulnerabilities (GLSA 202210-37) — Gentoo security GENTOO

Potential media transport downgrade from the secure version (SRTP) to the non-secure one (RTP) · Advisory · pjsip/pjproject · GitHub CONFIRM

[SECURITY] [DLA 3335-1] asterisk security update MLIST

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181602 Debian Security Update for asterisk (DLA 3335-1)

181679 Debian Security Update for asterisk (DSA 5358-1)
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181679 Debian Security Update for asterisk (DSA 5358-1)

182308 Debian Security Update for ring (CVE-2022-39269)

503125 Alpine Linux Security Update for pjproject

505917 Alpine Linux Security Update for pjproject

710674 Gentoo Linux PJSIP Multiple Vulnerabilities (GLSA 202210-37)
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