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Summary

CVE CVE-2022-39290

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-07 21:15:00 UTC

Updated 2023-03-27 18:15:00 UTC

Description ZoneMinder is a free, open source Closed-circuit television software application. In affected versions authenticated users can bypass CSRF keys by modifying the request supplied to the Zoneminder web application. These modifications include replacing HTTP POST with an HTTP GET and removing the CSRF key from the request. An attacker can take advantage of this by using an HTTP GET request to perform actions with no CSRF protection. This could allow an attacker to cause an authenticated user to perform unexpected actions on the web application. Users are advised to upgrade as soon as possible. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zoneminder Zoneminder All All All All

References

Reference Source Link

CSRF Key Bypass Using HTTP Methods · Advisory · ZoneMinder/zoneminder · GitHub CONFIRM github.com

Zoneminder Log Injection / XSS / Cross Site Request Forgery ≈ Packet Storm MISC packetstormsecurity.com

Only perform actions on post. Doing them on GET allows doing actions … · ZoneMinder/zoneminder@c0a4c05 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184435 Debian Security Update for zoneminder (CVE-2022-39290)

502977 Alpine Linux Security Update for zoneminder

505844 Alpine Linux Security Update for zoneminder
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