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CVE CVE-2022-39291
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-07 21:15:00 UTC
Updated 2023-03-27 18:15:00 UTC
Description ZoneMinder is a free, open source Closed-circuit television software application. Affected versions of zoneminder are subje

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Zoneminder Zoneminder All All All All

Reference Source Li
Add ZM_LOG_INJECT config parameter to disable unprivileged log inject... - ZoneMinder/zoneminder@73d9f24 - GitHub MISC git
Check value of System:Edit permission and ZM_LOG_INJECT to disable aj... - ZoneMinder/zoneminder@de2866f - GitHub  MISC git
Use canEdit['System'] and value of new ZM_LOG_INJECT to disable attem... - ZoneMinder/zoneminder@cb3fc59 - GitHub ~ MISC git
Add permissions checking to API/Logs. Fixes unprivileged user being t... - ZoneMinder/zoneminder@34ffd92 - GitHub MISC git
Zoneminder Log Injection / XSS / Cross Site Request Forgery = Packet Storm MISC pe
Denial of Service through Logs in zoneminder - Advisory - ZoneMinder/zoneminder - GitHub CONFIRM  git
CVE Program record CVE.ORG w\
NVD vulnerability detail NVD nv
< e |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183705 Debian Security Update for zoneminder (CVE-2022-39291)


https://cve.report/
https://cve.report/CVE-2022-39291/mitre
https://cve.report/CVE-2022-39291/nist
https://cve.report/CVE-2022-39291/cve_org
https://cve.report/api/cve/CVE-2022-39291.json
https://cve.report/CVE-2022-39291.pdf
http://cve.report/vendor/zoneminder
http://cve.report/software/zoneminder/zoneminder
https://github.com/ZoneMinder/zoneminder/commit/73d9f2482cdcb238506388798d3cf92546f9e40c
https://github.com/ZoneMinder/zoneminder/commit/de2866f9574a2bf2690276fad53c91d607825408
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502977 Alpine Linux Security Update for zoneminder

505844 Alpine Linux Security Update for zoneminder
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