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Summary

CVE CVE-2022-39295

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-13 23:15:00 UTC

Updated 2022-10-17 13:30:00 UTC

Description Knowage is an open source suite for modern business analytics alternative over big data systems. KnowageLabs / Knowage-Server starting with the 6.x branch and prior to versions 7.4.22, 8.0.9, and 8.1.0 is vulnerable to cross-site scripting because the `XSSRequestWrapper::stripXSS` method can be bypassed. Versions 7.4.22, 8.0.9, and 8.1.0 contain patches for this issue. There are no known workarounds.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eng Knowage All All All All

References

Reference Source

Knowage-Server/XSSRequestWrapper.java at b079a654c1708f82f6914c55be6715ad621d9edd · KnowageLabs/Knowage-Server · GitHub MISC

Improper Neutralization of Alternate XSS Syntax in KnowageLabs / Knowage-Server · Advisory · KnowageLabs/Knowage-Server · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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