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CVE CVE-2022-39307
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-09 23:15:00 UTC
Updated 2023-07-14 19:10:00 UTC
Description Grafana is an open-source platform for monitoring and observability. When using the forget password on the login page, a |

/ ]

1|

Risk And Classification

Problem Types: CWE-209

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Grafana Grafana All All All All

Reference Source Link Tags
User enumeration via forget password - Advisory - grafana/grafana - GitHub CONFIRM github.com

November 2022 Grafana Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analy

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

161102 Oracle Enterprise Linux Security Update for grafana security and enhancement update (ELSA-2023-6420)
242309 Red Hat Update for grafana (RHSA-2023:6420)
690987 Free Berkeley Software Distribution (FreeBSD) Security Update for grafana (0a80f159-629b-11ed-9ca2-6c3be5272acd)

730653 Grafana Multiple Security Vulnerabilities
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https://www.cve.org/CVERecord?id=CVE-2022-39307
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753668 SUSE Enterprise Linux Security Update for grafana (SUSE-SU-2023:0362-1)

941404 AlmaLinux Security Update for grafana (ALSA-2023:6420)
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