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CVE CVE-2022-39321
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-25 17:15:00 UTC

Updated 2022-10-28 18:27:00 UTC

Description GitHub Actions Runner is the application that runs a job from a GitHub Actions workflow. The actions runner invokes the do
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Github Runner All All All All
Reference Source Link Tags

Docker Command Escaping in the GitHub Actions Runner - Advisory - actions/runner - GitHub ~ CONFIRM  github.com

Port hotfix to main branch by thboop - Pull Request #2108 - actions/runner - GitHub MISC github.com

2.296.2 Release notes by thboop - Pull Request #2107 - actions/runner - GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical, analy
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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