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CVE CVE-2022-39324
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-27 23:15:00 UTC
Updated 2023-02-07 20:17:00 UTC
Description Grafana is an open-source platform for monitoring and observability. Prior to versions 8.5.16 and 9.2.8, malicious user can

/ ]
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Grafana Grafana All All All All

References

Reference S
Spoofing originalUrl of snapshots - Advisory - grafana/grafana - GitHub M
[v9.2.x] Snapshots: Build snapshot originalUrl on the backend (#6023... - grafana/grafana@d7dcea? - GitHub M
Snapshots: Build snapshot originalUrl on the backend (#60232) - grafana/grafana@239888f - GitHub M
Snapshots: Build snapshot originalUrl on the backend by dprokop - Pull Request #60232 - grafana/grafana - GitHub M

[v9.2.x] Snapshots: Build snapshot originalUrl on the backend (#60232) by axelavargas - Pull Request #60256 - grafana/grafana - GitHub M
CVE Program record C

NVD vulnerability detail N

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150645 Grafana Spoofing originalUrl of snapshots Vulnerability (CVE-2022-39324)

161102 Oracle Enterprise Linux Securitv Update for arafana security and enhancement update (ELSA-2023-6420)
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242309 Red Hat Update for grafana (RHSA-2023:6420)
691054 Free Berkeley Software Distribution (FreeBSD) Security Update for grafana (e6281d88-a7a7-11ed-8d6a-6¢c3be5272acd)
753815 SUSE Enterprise Linux Security Update for SUSE Manager Client Tools (SUSE-SU-2023:0812-1)

941404 AlmaLinux Security Update for grafana (ALSA-2023:6420)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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