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CVE CVE-2022-39346
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-25 19:15:00 UTC
Updated 2023-11-07 03:50:00 UTC
Description Nextcloud server is an open source personal cloud server. Affected versions of nextcloud server did not properly limit user «
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Risk And Classification

Problem Types: CWE-20 | CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Application Nextcloud Nextcloud Enterprise Server All All All All

Application Nextcloud Nextcloud Server All All All All

Reference Source
HackerOne MISC
[SECURITY] Fedora 36 Update: nextcloud-25.0.1-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA
Do not send display name twice for saving by Pytal - Pull Request #33052 - nextcloud/server - GitHub MISC
[SECURITY] Fedora 35 Update: nextcloud-25.0.1-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 37 Update: nextcloud-25.0.1-1.fc37 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 37 Update: nextcloud-25.0.1-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 35 Update: nextcloud-25.0.1-1.fc35 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: nextcloud-25.0.1-1.fc36 - package-announce - Fedora Mailing-Lists

Missing length validation of user displayname allows to generate an SQL error - Advisory - nextcloud/security-advisories - GitHub ~ CONFIRN
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

283491 Fedora Security Update for nextcloud (FEDORA-2022-49b20342¢0)
283492 Fedora Security Update for nextcloud (FEDORA-2022-902df3b060)

283493 Fedora Security Update for nextcloud (FEDORA-2022-98c1d712b5)
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