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Summary

CVE CVE-2022-39353

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-02 17:15:00 UTC

Updated 2023-03-01 14:03:00 UTC

Description xmldom is a pure JavaScript W3C standard-based (XML DOM Level 2 Core) `DOMParser` and `XMLSerializer` module. xmldom parses XML that is not well-formed because it contains multiple top level elements, and adds all root nodes to the `childNodes` collection of the `Document`, without reporting any error or throwing. This breaks the assumption that there is only a single root node in the tree, which led to issuance of CVE-2022-39299 as it is a potential issue for dependents. Update to @xmldom/xmldom@~0.7.7, @xmldom/xmldom@~0.8.4 (dist-tag latest) or @xmldom/xmldom@>=0.9.0-beta.4 (dist-tag next). As a workaround, please one of the following approaches depending on your use case: instead of searching for elements in the whole DOM, only search in the `documentElement`or reject a document with a document that has more then 1 `childNode`.

Risk And Classification

Problem Types: CWE-20 | CWE-1288

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Application Xmldom Project Xmldom All All All All

Application Xmldom Project Xmldom 0.9.0 beta1 All All

Application Xmldom Project Xmldom 0.9.0 beta2 All All

Application Xmldom Project Xmldom 0.9.0 beta3 All All

References

Reference Source Link Tags

[SECURITY] [DLA 3260-1] node-xmldom security update MLIST lists.debian.org

Missing error for XML documents with multiple root element nodes · Issue #150 · jindw/xmldom · GitHub MISC github.com

Allows multiple root elements in a DOM tree · Advisory · xmldom/xmldom · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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