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Certain versions of Sanitization Management System from Sanitization
Management System Project contain the following vulnerability:

A vulnerability was found in SourceCodester Sanitization Management
System and classified as problematic. This issue affects some
unknown processing of the file php-sms/?p=request_quote. The
manipulation leads to cross site scripting. The attack may be initiated
remotely. The identifier VDB-213449 was assigned to this vulnerability.

CVSS3 Score: 6.1 - MEDIUM

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

NETWORK LOW NONE REQUIRED

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

CHANGED LOW LOW NONE

CVE References

Description Tags Link

ZDI-22-532 | Zero Day Initiative Not Applicable

www.zerodayinitiative.com

text/html

 MISC www.zerodayinitiative.com/advisories/ZDI-22-532/

Login required vuldb.com

text/html

Inactive Link Not Archived

 MISC vuldb.com/?id.213449

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

CVE-2022-3942 has been assigned by  cna@vuldb.com to track the vulnerability - currently rated as MEDIUM  severity.

Affected Vendor/Software:  SourceCodester - Sanitization Management System  version n/a
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comment@cve.report.

Related QID Numbers

43902 HP Printers Multiple Vulnerabilities (HPSBPI03780)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Sanitization Management System Project Sanitization Management System - All All All

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

 @foxbook 「HPは、脆弱なデバイスでのリモートコード実行につながる可能性のある、CVE-2022-
3942（CVSSスコア8.4）として追跡されるバッファオーバーフローの脆弱性に関するセキュリ
ティ情報の警告を発行しました」 twitter.com/foxbook/status…

2022-03-22
21:27:54

 @__kokumoto HPのプリンタ等における遠隔コード実行脆弱性3件の修正を含むパッチが出た。CVE-2022-
[24292-24293]はCVSS9.8、CVE-2022-3942は8.4、CVE-2022-24291は7.5。CVE-2022-3…
twitter.com/i/web/status/1…

2022-03-22
23:11:30

 @pmullr @Th0t_Provoker CVE-2022-3942 2022-03-23
07:24:12

 @ThreatMonIT For the vulnerability tracked as CVE-2022-3942 (CVSS 8.4), which could lead to remote code
execution on the affecte… twitter.com/i/web/status/1…

2022-03-23
10:29:01

@CarpeDiemT3ch
Tracked as CVE-2022-3942, the security issue for HP Printers makes them vulnerable to remote
code execution Hundr… twitter.com/i/web/status/1…

2022-03-23
11:30:01

 @twnic_ia 全球最大印表機品牌廠商 HP，日前發表資安通告，公布旗下有數百種各式印表機，內含一個嚴重資
安漏洞 CVE-2022-3942，可導致駭侵者遠端執行任意程式碼。 blog.twnic.tw/2022/03/24/225…

2022-03-24
01:31:01

 @comss Сотни моделей принтеров HP подвержены критической проблеме безопасности
#HewlettPackard #CVE-2022-3942 #CVE-2022-24… twitter.com/i/web/status/1…

2022-03-24
05:43:38

@MachinaRecord
?Lapsus$の首謀者は16歳のハッカーとの報道、Oktaは不正アクセスに関する追加情報を提供 ?HP
製プリンタの250のモデルに影響を与える脆弱性が見つかる（CVE-2022-3942など） ?アノニマ
ス、ネスレのデータ1… twitter.com/i/web/status/1…

2022-03-24
08:02:14

 @InfoSec_b Serious Vulnerability Exploited at Hacking Contest Impacts Over 200... (Securityweek) Tracked as
CVE-2022-3942, th… twitter.com/i/web/status/1…

2022-03-24
12:11:21

@RedPacketSec
Multiple HP Print products buffer overflow | CVE-2022-3942 - redpacketsecurity.com/multiple-hp-
pr…

2022-03-25
11:02:22

 @SoupSlack Lets's go for russian printers so they see the truth: CVE-2022-3942. As HP puts it: Certain HP Print
products and D… twitter.com/i/web/status/1…

2022-04-17
21:21:23

/r/cyber1sec14all
Now they hack printers 2022-03-24

16:07:05

 /r/netcve CVE-2022-3942 2022-11-11
09:38:20
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