VE-2022-3942
Published on: Not Yet Published
Last Modified on: 11/15/2022 09:51:00 PM UTC

CVE-2022-3942

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

assauvncurnusucniuan — Gertain versions of Sanitization Management System from Sanitization
Management System Project contain the following vulnerability:

A vulnerability was found in SourceCodester Sanitization Management
System and classified as problematic. This issue affects some
unknown processing of the file php-sms/?p=request_quote. The
manipulation leads to cross site scripting. The attack may be initiated
remotely. The identifier VDB-213449 was assigned to this vulnerability.

CVE-2022-3942 has been assigned by 'l cna@vuldb.com to track the vulnerability - currently rated as severity.

Affected Vendor/Software: 'iji SourceCodester - Sanitization Management System version n/a

CVSSS3 Score: 6.1-MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | REQUIRED
Scope Confidentiality Integrity Availability
Impact Impact Impact
CHANGED [ NONE |
CVE References
Description Tags Link
ZDI-22-532 | Zero Day Initiative & MISC www.zerodayinitiative.com/advisories/ZDI-22-532/
Login required " MISC vuldb.com/?id.213449
Not Archived
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
nnnnnn tAria rannrt



https://cve.report/
https://cve.report/CVE-2022-3942/mitre
https://cve.report/CVE-2022-3942/nist
https://cve.report/CVE-2022-3942/cve_org
https://cve.report/CVE-2022-3942.pdf
http://cve.report/software/sanitization_management_system_project/sanitization_management_system
http://cve.report/vendor/sanitization_management_system_project
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.zerodayinitiative.com/advisories/ZDI-22-532/
https://vuldb.com/?id.213449
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Related QID Numbers

43902 HP Printers Multiple Vulnerabilities (HPSBPI103780)

Known Affected Configurations (CPE V2.3)

Type

Application

Vendor

Sanitization Management System Project

Product Version

e_akak kLKL kLK LK,

cpe:2.3:a:sanitization_management_system_project:sanitization_management_system:-:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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Title

"THPIZ., BESERTINA ATOUE— Fd— REITICDANDAEEEDH B, CVE-2022-
3942 (CVSSZXO78.4) L UTEHENZ NI 7A—-/\—TJ0—-0Rs5EMHICETZzFa
FAIBROZEEEHRKITUE U twitter.com/foxbook/status...

HPO 7Y 5 EICHIT2ERI — FETIREEIGDOEBEEET/\Y FA I, CVE-2022-
[24292-24293]I3CVSS9.8, CVE-2022-3942(%8.4, CVE-2022-24291[37.5, CVE-2022-3...
twitter.com/i/web/status/1...

@ThOt_Provoker CVE-2022-3942

For the vulnerability tracked as CVE-2022-3942 (CVSS 8.4), which could lead to remote code
execution on the affecte... twitter.com/i/web/status/1...

Tracked as CVE-2022-3942, the security issue for HP Printers makes them vulnerable to remote
code execution Hundr... twitter.com/i/web/status/1...

LIRRAENREBHERE HP , HRiSRERBS , AHETEHEESANRYE , na—BREE
LimiE CVE-2022-3942 , eJ B EZEERIFMITERENNAE, blog.twnic.tw/2022/03/24/225...

CoTHu Moaeneii npuHTepoB HP noasepxeHbl KpuTuyeckoi npobneme 6esonacHocTu
#HewlettPackard #CVE-2022-3942 #CVE-2022-24... twitter.com/i/web/status/1...

?Lapsus$DEFREIT16RD/\ v H—EDIRIE, OktalIANIET ¥ Z X [CRT 2 BMIEHRE R ?HP
BTUVIDB0DETIVICHEESZ ZIBFHENR DM S (CVE-2022-39427 &) 7?7 /=X
2. RAL®OF—#1... twitter.com/i/web/status/1...

Serious Vulnerability Exploited at Hacking Contest Impacts Over 200... (Securityweek) Tracked as
CVE-2022-3942, th... twitter.com/i/web/status/1...

Multiple HP Print products buffer overflow | CVE-2022-3942 - redpacketsecurity.com/multiple-hp-
pr...

Lets's go for russian printers so they see the truth: CVE-2022-3942. As HP puts it: Certain HP Print
products and D... twitter.com/i/web/status/1...

Now they hack printers

CVE-2022-3942

Update Edition

Sanitization Management System - All All

Language

All

Posted (UTC)

2022-03-22
21:27:54

2022-03-22
23:11:30

2022-03-23
07:24:12

2022-03-23
10:29:01

2022-03-23
11:30:01

2022-03-24
01:31:01

2022-03-24
05:43:38

2022-03-24
08:02:14
2022-03-24

12:11:21

2022-03-25
11:02:22

2022-04-17
21:21:23

2022-03-24
16:07:05

2022-11-11
09:38:20
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