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Summary

CVE CVE-2022-39799

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-13 16:15:00 UTC

Updated 2022-10-05 14:16:00 UTC

Description An attacker with no prior authentication could craft and send malicious script to SAP GUI for HTML within Fiori Launchpad, resulting in reflected cross-site scripting attack. This could lead to stealing session information and impersonating the affected user.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Netweaver Application Server Abap 7.54 All All All

Application Sap Netweaver Application Server Abap 7.81 All All All

Application Sap Netweaver Application Server Abap 7.85 All All All

Application Sap Netweaver Application Server Abap 7.89 All All All

Application Sap Netweaver Application Server Abap kernel_7.77 All All All

Application Sap Netweaver As Abap 7.54 All All All

Application Sap Netweaver As Abap 7.81 All All All

Application Sap Netweaver As Abap 7.85 All All All

Application Sap Netweaver As Abap 7.89 All All All

Application Sap Netweaver As Abap kernel_7.77 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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