
CVE-2022-40080
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2022-40080

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-16 20:15:00 UTC

Updated 2023-02-24 20:40:00 UTC

Description Stack overflow vulnerability in Aspire E5-475G 's BIOS firmware, in the FpGui module, a second call to GetVariable services allows local attackers to execute arbitrary code in the UEFI DXE phase and gain escalated privileges.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Acer Aspire E5-475g - All All All

Operating System Acer Aspire E5-475g Firmware 1.21 All All All

References

Reference Source Link Tags

vulnerabilities/CVE-2022-40080.md at main · 10TG/vulnerabilities · GitHub MISC github.com

Acer Laptops, Desktops, Chromebooks, Monitors & Projectors | Acer United States MISC acer.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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