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CVE CVE-2022-40127
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-14 10:15:00 UTC
Updated 2022-11-16 18:53:00 UTC
Description A vulnerability in Example Dags of Apache Airflow allows an attacker with Ul access who can trigger DAGs, to execute arbi
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Airflow All All All All

Reference Source
oss-security - CVE-2022-40127: RCE in Apache Airflow <2.4.0 bash example MLIST

Change the template to use human readable task_instance description by potiuk - Pull Request #25960 - apache/airflow - GitHub ~ MISC

lists.apache.org/thread/cf132hgme6jvzvsbpsozI3plfirdcwysy MISC
CVE Program record CVE.ORC
NVD vulnerability detail NVD
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Vendor Comments And Credit

Discovery Credit
LEGACY: Apache Airflow PMC would like to thank L3yx of Syclover Security Team.

There are currently no legacy QID mappings associated with this CVE.
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