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CVE CVE-2022-40135
State PUBLIC
Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-30 22:15:00 UTC
Updated 2023-02-14 14:28:00 UTC
Description An information leak vulnerability in the Smart USB Protection SMI Handler in some Lenovo models may allow an attacker w

/ |

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Le
Hardware Lenovo Ideacentre 3-07ada05 - All All All
Operating System Lenovo Ideacentre 3-07ada05 Firmware All All All All
Hardware Lenovo Ideacentre 3-07imb05 - All All All
Operating System Lenovo Ideacentre 3-07imb05 Firmware All All All All
Hardware Lenovo Ideacentre 3 07iab7 - All All All
Operating System Lenovo Ideacentre 3 07iab7 Firmware All All All All
Hardware Lenovo Ideacentre 5-14acn6 - All All All
Operating System Lenovo Ideacentre 5-14acn6 Firmware All All All All
Hardware Lenovo Ideacentre 5-14are05 - All All All
Operating System Lenovo Ideacentre 5-14are05 Firmware All All All All
Hardware Lenovo Ideacentre 5-14imb05 - All All All
Operating System Lenovo Ideacentre 5-14imb05 Firmware All All All All
Hardware Lenovo Ideacentre 5-14iob6 - All All All
Operating System Lenovo Ideacentre 5-14iob6 Firmware All All All All
Hardware Lenovo Ideacentre 510-15ick - All All All
Operating System Lenovo Ideacentre 510-15ick Firmware All All All All
Hardware Lenovo Ideacentre 510a-15arr - All All All
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http://cve.report/software/lenovo/v530-15icb_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/v530-15icr
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/v530-15icr_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/v530-22icb
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/v530-22icb_firmware
http://cve.report/vendor/lenovo
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http://cve.report/software/lenovo/v530-24icb_firmware
http://cve.report/vendor/lenovo
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http://cve.report/software/lenovo/v530s-07icr_firmware
http://cve.report/vendor/lenovo
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Hardware Lenovo V55t-15api - All All All
Operating System Lenovo  V55t-15api Firmware All All All All
Hardware Lenovo Vb5t-15are - All All All
Operating System Lenovo V55t-15are Firmware All All All All
Hardware Lenovo V55t Gen 2 13acn - All All All
Operating System Lenovo V55t Gen 2 13acn Firmware All All All All
Hardware Lenovo Yangtian Afq150 - All All All
Operating System Lenovo  Yangtian Afq150 Firmware All All All All
Hardware Lenovo Yoga A940-27icb - All All All
Operating System Lenovo  Yoga A940-27icb Firmware All All All All
Hardware Lenovo  Yta8900f - All All All
Operating System Lenovo  Yta8900f Firmware All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377606 Lenovo BIOS Firmware Multiple Vulnerabilities - LEN-94953
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