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Summary

CVE CVE-2022-40135

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-30 22:15:00 UTC

Updated 2023-02-14 14:28:00 UTC

Description An information leak vulnerability in the Smart USB Protection SMI Handler in some Lenovo models may allow an attacker with local access and elevated privileges to read SMM memory.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo Ideacentre 3-07ada05 - All All All

Operating System Lenovo Ideacentre 3-07ada05 Firmware All All All All

Hardware Lenovo Ideacentre 3-07imb05 - All All All

Operating System Lenovo Ideacentre 3-07imb05 Firmware All All All All

Hardware Lenovo Ideacentre 3 07iab7 - All All All

Operating System Lenovo Ideacentre 3 07iab7 Firmware All All All All

Hardware Lenovo Ideacentre 5-14acn6 - All All All

Operating System Lenovo Ideacentre 5-14acn6 Firmware All All All All

Hardware Lenovo Ideacentre 5-14are05 - All All All

Operating System Lenovo Ideacentre 5-14are05 Firmware All All All All

Hardware Lenovo Ideacentre 5-14imb05 - All All All

Operating System Lenovo Ideacentre 5-14imb05 Firmware All All All All

Hardware Lenovo Ideacentre 5-14iob6 - All All All

Operating System Lenovo Ideacentre 5-14iob6 Firmware All All All All

Hardware Lenovo Ideacentre 510-15ick - All All All

Operating System Lenovo Ideacentre 510-15ick Firmware All All All All

Hardware Lenovo Ideacentre 510a-15arr - All All All
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Hardware Lenovo Ideacentre 510a-15arr - All All All

Operating System Lenovo Ideacentre 510a-15arr Firmware All All All All

Hardware Lenovo Ideacentre 510a-15ick - All All All

Operating System Lenovo Ideacentre 510a-15ick Firmware All All All All

Hardware Lenovo Ideacentre 510s-07icb - All All All

Operating System Lenovo Ideacentre 510s-07icb Firmware All All All All

Hardware Lenovo Ideacentre 510s-07ick - All All All

Operating System Lenovo Ideacentre 510s-07ick Firmware All All All All

Hardware Lenovo Ideacentre 5 14iab7 - All All All

Operating System Lenovo Ideacentre 5 14iab7 Firmware All All All All

Hardware Lenovo Ideacentre 720-18apr - All All All

Operating System Lenovo Ideacentre 720-18apr Firmware All All All All

Hardware Lenovo Ideacentre A340-22igm - All All All

Operating System Lenovo Ideacentre A340-22igm Firmware All All All All

Hardware Lenovo Ideacentre A340-24igm - All All All

Operating System Lenovo Ideacentre A340-24igm Firmware All All All All

Hardware Lenovo Ideacentre C5-14imb05 - All All All

Operating System Lenovo Ideacentre C5-14imb05 Firmware All All All All

Hardware Lenovo Ideacentre Creator 5-14iob6 - All All All

Operating System Lenovo Ideacentre Creator 5-14iob6 Firmware All All All All

Hardware Lenovo Ideacentre G5-14amr05 - All All All

Operating System Lenovo Ideacentre G5-14amr05 Firmware All All All All

Hardware Lenovo Ideacentre G5-14imb05 - All All All

Operating System Lenovo Ideacentre G5-14imb05 Firmware All All All All

Hardware Lenovo Ideacentre Gaming 5-14acn6 - All All All

Operating System Lenovo Ideacentre Gaming 5-14acn6 Firmware All All All All

Hardware Lenovo Ideacentre Gaming 5-14iob6 - All All All

Operating System Lenovo Ideacentre Gaming 5-14iob6 Firmware All All All All

Hardware Lenovo Ideacentre Gaming 5 17acn7 - All All All

Operating System Lenovo Ideacentre Gaming 5 17acn7 Firmware All All All All

Hardware Lenovo Ideacentre Gaming 5 17iab7 - All All All

Operating System Lenovo Ideacentre Gaming 5 17iab7 Firmware All All All All

Hardware Lenovo Ideacentre T540-15ama G - All All All

Operating System Lenovo Ideacentre T540-15ama G Firmware All All All All

Hardware Lenovo Ideacentre T540-15ick - All All All

Operating System Lenovo Ideacentre T540-15ick Firmware All All All All
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Hardware Lenovo Legion C530-19icb - All All All

Operating System Lenovo Legion C530-19icb Firmware All All All All

Hardware Lenovo Legion T5-26iob6 - All All All

Operating System Lenovo Legion T5-26iob6 Firmware All All All All

Hardware Lenovo Legion T5-28icb05 - All All All

Operating System Lenovo Legion T5-28icb05 Firmware All All All All

Hardware Lenovo Legion T530-28apr - All All All

Operating System Lenovo Legion T530-28apr Firmware All All All All

Hardware Lenovo Legion T530-28icb - All All All

Operating System Lenovo Legion T530-28icb Firmware All All All All

Hardware Lenovo Legion T7-34imz5 - All All All

Operating System Lenovo Legion T7-34imz5 Firmware All All All All

Hardware Lenovo Qitian A815 - All All All

Operating System Lenovo Qitian A815 Firmware All All All All

Hardware Lenovo Qt B415 - All All All

Operating System Lenovo Qt B415 Firmware All All All All

Hardware Lenovo Qt M410 - All All All

Operating System Lenovo Qt M410 Firmware All All All All

Hardware Lenovo Qt M415 - All All All

Operating System Lenovo Qt M415 Firmware All All All All

Hardware Lenovo Stadia Ggp-120 - All All All

Operating System Lenovo Stadia Ggp-120 Firmware All All All All

Hardware Lenovo Thinkcentre E75 T/s - All All All

Operating System Lenovo Thinkcentre E75 T/s Firmware All All All All

Hardware Lenovo Thinkcentre E96z - All All All

Operating System Lenovo Thinkcentre E96z Firmware All All All All

Hardware Lenovo Thinkcentre M60e Tiny - All All All

Operating System Lenovo Thinkcentre M60e Tiny Firmware All All All All

Hardware Lenovo Thinkcentre M610 - All All All

Operating System Lenovo Thinkcentre M610 Firmware All All All All

Hardware Lenovo Thinkcentre M625q - All All All

Operating System Lenovo Thinkcentre M625q Firmware All All All All

Hardware Lenovo Thinkcentre M630e - All All All

Operating System Lenovo Thinkcentre M630e Firmware All All All All

Hardware Lenovo Thinkcentre M6600q - All All All

Operating System Lenovo Thinkcentre M6600q Firmware All All All All
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Operating System Lenovo Thinkcentre M6600q Firmware All All All All

Hardware Lenovo Thinkcentre M6600s - All All All

Operating System Lenovo Thinkcentre M6600s Firmware All All All All

Hardware Lenovo Thinkcentre M6600t - All All All

Operating System Lenovo Thinkcentre M6600t Firmware All All All All

Hardware Lenovo Thinkcentre M70a - All All All

Operating System Lenovo Thinkcentre M70a Firmware All All All All

Hardware Lenovo Thinkcentre M70a Gen 2 - All All All

Operating System Lenovo Thinkcentre M70a Gen 2 Firmware All All All All

Hardware Lenovo Thinkcentre M70c - All All All

Operating System Lenovo Thinkcentre M70c Firmware All All All All

Hardware Lenovo Thinkcentre M70q - All All All

Operating System Lenovo Thinkcentre M70q Firmware All All All All

Hardware Lenovo Thinkcentre M70q Gen 2 - All All All

Operating System Lenovo Thinkcentre M70q Gen 2 Firmware All All All All

Hardware Lenovo Thinkcentre M70q Gen 3 - All All All

Operating System Lenovo Thinkcentre M70q Gen 3 Firmware All All All All

Hardware Lenovo Thinkcentre M70s Gen 3 - All All All

Operating System Lenovo Thinkcentre M70s Gen 3 Firmware All All All All

Hardware Lenovo Thinkcentre M70t Gen 3 - All All All

Operating System Lenovo Thinkcentre M70t Gen 3 Firmware All All All All

Hardware Lenovo Thinkcentre M710e - All All All

Operating System Lenovo Thinkcentre M710e Firmware All All All All

Hardware Lenovo Thinkcentre M710q - All All All

Operating System Lenovo Thinkcentre M710q Firmware All All All All

Hardware Lenovo Thinkcentre M710s - All All All

Operating System Lenovo Thinkcentre M710s Firmware All All All All

Hardware Lenovo Thinkcentre M710t - All All All

Operating System Lenovo Thinkcentre M710t Firmware All All All All

Hardware Lenovo Thinkcentre M715q - All All All

Operating System Lenovo Thinkcentre M715q Firmware All All All All

Hardware Lenovo Thinkcentre M715t - All All All

Operating System Lenovo Thinkcentre M715t Firmware All All All All

Hardware Lenovo Thinkcentre M720e - All All All

Operating System Lenovo Thinkcentre M720e Firmware All All All All

Hardware Lenovo Thinkcentre M720q - All All All

http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m6600q_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m6600s
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m6600s_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m6600t
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m6600t_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70a
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70a_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70a_gen_2
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70a_gen_2_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70c
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70c_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70q
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70q_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70q_gen_2
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70q_gen_2_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70q_gen_3
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70q_gen_3_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70s_gen_3
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70s_gen_3_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70t_gen_3
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m70t_gen_3_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m710e
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m710e_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m710q
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m710q_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m710s
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m710s_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m710t
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m710t_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m715q
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m715q_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m715t
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m715t_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m720e
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m720e_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/thinkcentre_m720q


Operating System Lenovo Thinkcentre M720q Firmware All All All All

Hardware Lenovo Thinkcentre M720s - All All All

Operating System Lenovo Thinkcentre M720s Firmware All All All All

Hardware Lenovo Thinkcentre M720t - All All All

Operating System Lenovo Thinkcentre M720t Firmware All All All All

Hardware Lenovo Thinkcentre M725s - All All All

Operating System Lenovo Thinkcentre M725s Firmware All All All All

Hardware Lenovo Thinkcentre M75n - All All All

Operating System Lenovo Thinkcentre M75n Firmware All All All All

Hardware Lenovo Thinkcentre M75q-1 - All All All

Operating System Lenovo Thinkcentre M75q-1 Firmware All All All All

Hardware Lenovo Thinkcentre M75q Gen 2 - All All All

Operating System Lenovo Thinkcentre M75q Gen 2 Firmware All All All All

Hardware Lenovo Thinkcentre M75s-1 - All All All

Operating System Lenovo Thinkcentre M75s-1 Firmware All All All All

Hardware Lenovo Thinkcentre M75s Gen 2 - All All All

Operating System Lenovo Thinkcentre M75s Gen 2 Firmware All All All All

Hardware Lenovo Thinkcentre M75t Gen 2 - All All All

Operating System Lenovo Thinkcentre M75t Gen 2 Firmware All All All All

Hardware Lenovo Thinkcentre M80q - All All All

Operating System Lenovo Thinkcentre M80q Firmware All All All All

Hardware Lenovo Thinkcentre M810z - All All All

Operating System Lenovo Thinkcentre M810z Firmware All All All All

Hardware Lenovo Thinkcentre M818z - All All All

Operating System Lenovo Thinkcentre M818z Firmware All All All All

Hardware Lenovo Thinkcentre M820z - All All All

Operating System Lenovo Thinkcentre M820z Firmware All All All All

Hardware Lenovo Thinkcentre M90a - All All All

Operating System Lenovo Thinkcentre M90a Firmware All All All All

Hardware Lenovo Thinkcentre M90a Gen2 - All All All

Operating System Lenovo Thinkcentre M90a Gen2 Firmware All All All All

Hardware Lenovo Thinkcentre M90q Gen 2 - All All All

Operating System Lenovo Thinkcentre M90q Gen 2 Firmware All All All All

Hardware Lenovo Thinkcentre M90q Tiny - All All All

Operating System Lenovo Thinkcentre M90q Tiny Firmware All All All All
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