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/

CVE-2022-40137

MITRE NVD CVE.ORG Print: PDF %5

CVE-2022-40137

PUBLIC

psirt@lenovo.com

CVE Program / NVD first with legacy fallback
2023-01-30 22:15:00 UTC

2023-02-08 22:20:00 UTC

A buffer overflow in the WMI SMI Handler in some Lenovo models may allow an attacker with local access and elevated pri

| 1|

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition
Lenovo Ideacentre 3-07ada05 - All All
Lenovo Ideacentre 3-07ada05 Firmware 04fkt33a All All
Lenovo Ideacentre 3-07imb05 - All All
Lenovo Ideacentre 3-07imb05 Firmware m2vkt1fa All All
Lenovo Ideacentre 3 07iab7 - All All
Lenovo Ideacentre 3 07iab7 Firmware m49ktida All All
Lenovo Ideacentre 5-14acn6 - All All
Lenovo Ideacentre 5-14acn6 Firmware o5ekt23a All All
Lenovo Ideacentre 5-14are05 - All All
Lenovo Ideacentre 5-14are05 Firmware 04zkt29a All All
Lenovo Ideacentre 5-14imb05 - All All
Lenovo Ideacentre 5-14imb05 Firmware o4hkt3aa All All
Lenovo Ideacentre 5-14iob6 - All All
Lenovo Ideacentre 5-14iob6 Firmware m3gki38a All All
Lenovo Ideacentre 510-15ick - All All
Lenovo Ideacentre 510-15ick Firmware o4kkt16a All All
Lenovo Ideacentre 510a-15arr - All All


https://cve.report/
https://cve.report/CVE-2022-40137/mitre
https://cve.report/CVE-2022-40137/nist
https://cve.report/CVE-2022-40137/cve_org
https://cve.report/CVE-2022-40137.pdf
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_3-07ada05
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_3-07ada05_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_3-07imb05
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_3-07imb05_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_3_07iab7
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_3_07iab7_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_5-14acn6
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_5-14acn6_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_5-14are05
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_5-14are05_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_5-14imb05
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_5-14imb05_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_5-14iob6
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_5-14iob6_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_510-15ick
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_510-15ick_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_510a-15arr
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Ideacentre 720-18apr
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Ideacentre A340-22icb All-in-one
Ideacentre A340-22icb All-in-one Firmware
Ideacentre A340-22ick All-in-one
Ideacentre A340-22ick All-in-one Firmware
Ideacentre A340-22igm All-in-one
Ideacentre A340-22igm All-in-one Firmware
Ideacentre A340-22iwl All-in-one
Ideacentre A340-22iwl All-in-one Firmware
Ideacentre A340-24icb All-in-one
Ideacentre A340-24icb All-in-one Firmware
Ideacentre A340-24ick All-in-one
Ideacentre A340-24ick All-in-one Firmware
Ideacentre A340-24igm All-in-one
Ideacentre A340-24igm All-in-one Firmware
Ideacentre A340-24iwl All-in-one
Ideacentre A340-24iwl All-in-one Firmware
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http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_a340-22iwl_all-in-one
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_a340-22iwl_all-in-one_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_a340-24icb_all-in-one
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http://cve.report/vendor/lenovo
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http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_aio_3-22ada6
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_aio_3-22ada6_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_aio_3-22iil5
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/ideacentre_aio_3-22iil5_firmware
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